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KEY INSIGHTS

Expanding digital opportunity and
inclusion has been shown to improve
health care access, health

management, and health education.

Expanding broadband coverage can
increase access to care by making
telemedicine more available, increasing
provider access, and reducing patient
travel. These benefits improve access to
preventive and specialized care, patient

choice, and health outcomes.

Strengthening patients’ digital skills
can improve health management and
increase health literacy by
empowering people to participate in
their care and effectively use tools like
online health portals and wearable

devices.

A national data privacy framework
would increase trust in digital tools,
improve health outcomes, and protect

sensitive data.

To learn more, see the following case

studies:

“Digital Opportunity Increases
Economic Mobility” urbn.is/4hMZdOa

“Expanding Digital Opportunity in
Rural Communities” urbn.is/4gDwoTr

As technology advances, expanding digital opportunity and inclusion is
important for improving individual and community health. Access to
reliable internet and digital devices, and the skills to navigate them, can
support better health management, expand virtual health care access,
strengthen community care services, and help people and communities
thrive in a digitally connected society.

But barriers such as a lack of broadband infrastructure, complex devices
and platforms, unreliable internet service, and a lack of necessary digital skills
can limit the reach of these benefits and exacerbate health disparities.

THE PROMISE OF DIGITAL OPPORTUNITY AND INCLUSION FOR
HEALTH

Digital equity means everyone has the tools and skills needed for civic
participation, employment, lifelong learning, and access to essential services,
including health care.! Internet access is now recognized as a “super
determinant” of health, shaping health care outcomes and affecting other
key social determinants like education and employment. Increasing digital
opportunity and expanding digital inclusion can narrow health disparities by
increasing access and quality of care. In the context of health care and
community health, digital equity includes the following:

= Getting people connected, which means ensuring they have access to
reliable, high-speed internet to access telehealth services, health
information, and resources for managing chronic conditions and
expanding community health programming (Lee et al. 2023). It also
involves addressing a range of barriers to promote equitable digital
adoption (Brewer et al. 2020).

= Teaching digital skills, which means helping people build the skills to
navigate digital health tools and platforms, such as wearable devices,
electronic medical records, and online health portals to evaluate and
manage health data and information.

= Helping people navigate safely, which means equipping them with
the knowledge to use digital tools securely and minimize exposure to
threats. This includes understanding digital footprints, protecting
personal health information, and reducing risks such as data tracking,
data inaccuracies, and unauthorized data access and use.
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= Helping people use digital tools effectively, which means ensuring they have access to the skills,
resources, and supports to meaningfully use digital devices and the internet to improve health outcomes.
This means ensuring people can make informed decisions, actively participate in their care, and improve

their overall health and well-being.

OPPORTUNITIES AND SOLUTIONS

Multiple innovations that expand digital opportunity and inclusion have been shown to improve health and health

care outcomes.

Telehealth Care

Telehealth refers to the use of technology to provide health care services remotely, such as over the phone and
through video consultations. Telehealth care can improve access to health care services, especially for people in
rural and underserved areas; reduce travel burdens for patients; improve administrative efficiencies; and save
providers and patients time. Telehealth can also increase patients’ access to providers and specialists and their

choices of where they receive care (Alawiye 2024; Graetz et al. 2025).

Telehealth services can be integrated with patient health portals, which can improve patients’ engagement in
virtual and in-person care by providing them with easy access to medical records and facilitating regular

communication with their health care providers (Nishii et al. 2022).

Increased digital engagement with providers has been linked to improved health outcomes. For example, in a
study involving Black patients with hypertension, patients who participated in a nurse-managed telemonitoring
program saw a greater reduction in systolic blood pressure than patients who received usual care protocols
(Hernandez and Rodriguez 2023). In another study, researchers found that when compared with traditional care

pathways, telehealth services reduced the amount of time needed to
manage symptoms and improved patient outcomes, including survival
rates (Pritchett et al. 2023).

There is also evidence that some patients are more satisfied with the
flexibility of telehealth care compared with traditional care. In a study of
increasing digital accessibility for lactation support among new mothers,
participants expressed high user satisfaction with “telelactation” services,
particularly in the early postpartum weeks. As reported by participants, a
key value of the digital services was that shorter, flexible video calls were
available outside business hours, which is not the case for traditional, in-
person lactation support (Kapinos et al. 2019).

Telehealth has also been shown to benefit veterans receiving
health care through the Veterans Health Administration (VHA), the
largest integrated health care system in the United States. About a
third of veterans enrolled in the VHA live in rural areas,? which
presents challenges for those whose VHA providers are located far
away. In a recent meta-analysis of research articles on the impacts of
telehealth for rural veterans, researchers found that telehealth is
effective in supporting the management of various medical conditions,
including complex ones like diabetes and cancer. They also found it
played a key role in improving health care access during emergencies,
such as the COVID-19 pandemic and disasters. In addition, telehealth

THE DEPARTMENT OF
VETERANS AFFAIRS ATLAS
PROGRAM SIMPLIFIES
TELEHEALTH ACCESS

The VA’s ATLAS (Accessing
Telehealth through Local Area
Stations) pilot program makes it easier
for veterans to access care through
the VA by establishing convenient
locations to receive VA care, reducing
common obstacles such as poor
internet connectivity at home and
long travel times to appointments.
Key features of the pilot include
private appointment rooms equipped
with technology for secure video
conferencing via the VA's Video
Connect telehealth platform,
assistance from on-site attendants,
and a range of clinical services.
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was associated with VHA provider and travel cost savings between $65.29 and $72.94 per visit, and time savings
between two hours and ten minutes and three hours per visit (Quayson et al. 2024).

It is crucial for providers to engage with patients to ensure they are comfortable using devices to schedule
appointments, access and interpret medical test results, and communicate virtually with providers. Improving
patients' overall digital skills helps them better navigate digital applications, platforms, and telemedicine services,
which in turn improves health-seeking behaviors and promotes better health outcomes (Chidambaram et al. 2024).
Resources such as handouts, videos, and guides that help patients use digital tools effectively have proven
beneficial for this skill building (McCall et al. 2022).

Digital Diagnosis and Health Management

Increasingly used health monitoring devices hold promise for alerting patients and their health care providers when
vital biometrics indicate something is wrong, potentially leading to earlier interventions. Devices such as Fitbit, Apple
Watch, and Oura Ring enable symptoms to be recorded and reported faster and offer more in-depth patient
information for diagnosis and treatment (Kang and Exworthy 2022). The availability of online health information also
increases people’s access to valuable resources and helps patients make more informed decisions about their health.3

There is also evidence of increased psychological benefits from access to digital health management tools. In a
study of the effectiveness of a smartphone app designed to help patients manage mental and chronic health
conditions, results showed improvements in psychiatric and medical self-management, and increased self-reported
feelings of hope, quality of life, and empowerment (Brewer et al. 2020).

The role of Al in health management is also promising, with the potential to analyze vast amounts of data, identify
patterns, and assist in diagnosis (Alowais et al. 2023). Although these advancements hold potential to improve health
outcomes, further research and careful implementation are necessary to ensure patient safety and privacy.

Digital Community Health Programming

Programming that integrates digital resources and innovations can increase health care access and flexibility, allowing
more people to participate in and benefit from community health initiatives. It can also help health departments,
hospitals, community health centers, and other organizations better reach community members with important health
information. For example, increasing access to and adoption of internet services can improve public health education
by increasing access to information about vaccines, screenings, and general health and wellness. Digital platforms,
apps, and social media can also support targeted outreach to raise awareness of critical health issues.

Community-Engaged Approaches to Digital Health Design

Collaboration between health care providers, technology companies, governments, and communities is essential
for creating systems and policies that ensure equitable access to digital health resources and services. Human-
centered design approaches, in which platforms and services are developed in collaboration and partnership with
the communities they are designed to serve, have shown positive results. For example, participants in human-
centered health approaches reported increased agency, better health literacy, improved illness management, and
increased confidence in interacting with providers (Evans et al. 2023). Tailored solutions for high-risk subgroups,
such as veterans and formerly incarcerated people, are also essential for addressing care gaps during critical
periods like reentry (Reentry Coordination Council 2022).

CURRENT CONTEXT CONSIDERATIONS

Recent technological, market, and policy innovations are shaping the landscape of digital investments, tools, and
resources in the health and health care sectors.
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Digitization of the Health Care Sector

The health care sector is undergoing significant transformation through the integration of digital tools and systems,
including the expanded use of electronic medical records, telemedicine platforms, and Al-driven diagnostics.
People’s adoption of digital health tools has also increased, with widespread use of mobile phones, laptops, tablets,
and wearable health monitoring devices.*

Expanded Coverage for Telehealth

Since the COVID-19 pandemic, insurance coverage for telehealth services has expanded significantly, with most
private insurers covering at least some form of telehealth service.® But coverage can differ greatly depending on
the insurer and the specific service. States’ medical licensing requirements for providers to practice out of state
also differ. Medicare also covers many telehealth services, often at the same cost as in-person visits, and Medicaid
coverage differs state by state.®

The State of Broadband and Health Insurance Access

Many regions of the United States lack sufficient access to both broadband internet and health insurance,
compounding health risks and vulnerability. Figure 1 shows counties with the lowest broadband coverage (in blue),
those with the lowest health insurance coverage (in yellow), and those with both the lowest broadband coverage
and the lowest health insurance coverage (in green).

FIGURE 1
Counties with Low Terrestrial Broadband and Health Insurance Coverage
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Source: Urban Institute analysis of December 2023 Federal Communications Commission terrestrial broadband coverage data (100/20 Mbps)
and US Census American Community Survey 5-year estimate data for health insurance coverage.

Notes: Federal Communications Commission data contain summary information about the percentage of residential and other units served by
broadband technologies and maximum advertised download and upload tiers. We analyzed county-level coverage of fixed terrestrial broadband
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technologies (cable, digital subscriber line [DSL], fiber, and terrestrial fixed wireless) excluding satellite because it advertises national coverage
but at different and often costly cost thresholds. American Community Survey data reflect the county-level percentage of the civilian
noninstitutionalized population with health insurance coverage. The map depicts the lowest quintile of coverage for terrestrial broadband and
health insurance and does not account for underinsurance, which is a significant issue even in areas with the highest coverage of both
broadband and health insurance.

Many rural and tribal communities are overrepresented among counties with both the lowest broadband and
health insurance coverage, and these counties are often clustered in pockets of compounded vulnerability. For
example, many rural and tribal regions across the Southwest, Mountain West, and Intermountain West and in
Alaska have both less broadband availability and less health care insurance coverage, as do many areas across the
Deep South. The digital divide compounds many health care disparities in these regions, further marginalizing
vulnerable populations and hindering access to essential medical resources and support.

BARRIERS AND CHALLENGES

Several recent and persisting challenges can diminish access to the many benefits of digital opportunity and
innovations in the health and health care sectors.

Broadband Adoption and Quality

Unreliable internet and a lack of broadband connections can limit patients’ access to health information and
community health programming, contributing to lower health literacy and poorer health outcomes (Arias Lopez et
al. 2023). And without internet subscriptions or reliable internet services, people are more likely to miss out on
important health care services over time, leading to lower uptake of preventive services (Traver and Haggstrom
2019). Although virtual health education has been shown to increase screening and vaccination uptake, the lack of
broadband connections has contributed to unequal vaccination rates, with Black and Latine people receiving the
COVID-19 vaccine at lower rates than white people (Press, Huisingh-Scheetz, and Arora 2021).

Intersecting Geographic, Racial, and Social Disparities

People and places with limited or poor digital opportunity also often experience compounding inequities in health
outcomes, especially underserved or disadvantaged groups. This means tailored and targeted investments are
needed to ensure they have equal access to the many benefits of digital innovation in the health sector. These
groups include the following:

= People living in rural areas. People in many rural communities experience higher rates of chronic diseases,
limited access to health care services, and increased health risks because of relative geographic
remoteness and lower socioeconomic status.” Compounding these challenges, residents in low-income
rural communities have the least choice of internet service providers, with many having access to just one
(Garnett, Jeffrey, and Johnson 2024).

= People living on reservations and tribal lands. Many rural tribal communities face significant health
disparities, including lower life expectancy, higher rates of chronic diseases, higher rates of mental health
challenges, and higher rates of substance use disorders, compared with the general population.®
Nationally, Native communities have the largest digital divide in access to high-speed infrastructure and
the least choice of internet service providers. Among Native American households in low-income and rural
areas, more than two out of three (68.3 percent) have no access at all (Garnett, Jeffrey, and Johnson
2024). Even without considering rurality or income, Native American communities nationwide still have
the least access, with most (55 percent) having no access to a broadband provider (Garnett, Jeffrey, and
Johnson 2024).

= Many people of color. For many communities of color in the United States, particularly Black, Hispanic and
Latine, and American Indian and Alaska Native people, socioeconomic inequities contribute to higher rates
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of chronic health conditions that are diagnosed later in life.? Persisting impacts of these inequities also
reinforce systems of care that are not always safe for or responsive to the health needs of many people of
color.10

=  Many people with disabilities. People with different disabilities have diverse medical needs, but many
encounter unique barriers to accessing and using online health platforms. For example, despite their
benefits, many telemedicine tools are not accessible to people with hearing, visual, or cognitive
impairments (Chidambaram et al. 2024).

= Veterans. Veterans face unique health issues, including higher rates of mental health challenges such as
post-traumatic stress disorder and substance use disorder, which are often compounded by difficulties
accessing timely and adequate health care. Supporting digital health care access is a promising approach to
increase care for veterans, with one study finding that veterans equipped with video-enabled devices
increased their health care engagement (Wray et al. 2022).

= People experiencing homelessness. People experiencing homelessness have higher rates of mental health
challenges and acute and chronic diseases, and face significant barriers to accessing health care, resulting
in poorer overall health outcomes. A lack of safe and reliable ways to access the internet and charge
portable devices disrupts a critical line to care when transportation is not available (Galperin, Bar, and
Nguyen 2021). This exacerbates their vulnerability, making it even more difficult to receive timely medical
attention and support.

Programming Bias

Implicit bias in digital platforms and programming can also affect health outcomes. While digital innovations can
reduce health disparities, they can also worsen them if not designed inclusively (Chidambaram et al. 2024). Using
frameworks such as Responsible Innovation in Health, which emphasizes designing and developing health care
innovations with a focus on societal value and considering ethical, social, and environmental impacts alongside
technical advancements, can help ensure digital health advancements are inclusive of all races, abilities, and
geographies and do not worsen existing health disparities.

Inaccurate Health Information

The spread of false or misleading health information online poses significant challenges in the digital age, affecting
both individual and community health. According to the Office of the US Surgeon General, health misinformation,
aside from causing confusion and mistrust, harms people’s health and undermines public health efforts.'* During
the COVID-19 pandemic, the spread of inaccurate health information led some to reject public health measures
and others to use unproven treatments. Addressing this issue requires concentrated efforts at the individual,
business, and government levels to improve the quality of health information available online and educate people
using the internet on how to navigate it safely.!?

Digital Health Privacy

With the digitization of health systems, risks to patient privacy increase. The Health Insurance Portability and
Accountability Act, or HIPAA, offers protections for health information security in traditional medical settings. But
existing privacy regulations have not kept pace with rapid technological advancements, leading to significant
challenges securing patient data (Rockwern, Johnson, and Sulmasy 2020). The health care sector is particularly
vulnerable to cybersecurity threats because of its size, dependence on technology, sensitive data, and
susceptibility to operational disruptions. These factors make health care facilities attractive targets for
cyberattacks, where the stakes for patient safety and care are high (HHS 2023). With nearly half of US states
having passed their own consumer privacy laws and even more actively developing state privacy legislation,
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protections for consumers in different states differ.!® This state privacy patchwork poses significant risks to the
security and privacy of personal health data.

CONCLUSION

Despite the above barriers to digital opportunity and inclusion in the health and health care sectors, ongoing
efforts to close the digital divide and expand access to, and adoption of, health technologies present real
opportunities to reduce health disparities and improve overall quality of life and well-being for individuals and
communities. By addressing challenges through targeted policies, partnerships, and people-driven solutions,
policymakers and practitioners can support a future with improved health outcomes for all.
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