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Executive Summary  
In an increasingly interconnected world, digital opportunity and inclusion are essential 

for bridging gaps between people and places and promoting advancements in education, 

health, housing, and economic prosperity. However, the digital divide—the gap between 

those who have affordable access, skills, and support to effectively engage online and 

those who do not1—threatens to leave some individuals and communities out. 

Expanding digital opportunity to all requires a comprehensive, evidence-based 

framework connecting the pathways to greater digital inclusion that lead to positive 

outcomes for individuals, families, communities, and society. Policymakers, internet 

service providers, advocates, and those who provide critical training, services, and 

funding can leverage this framework and emerging solutions to narrow the digital 

divide. 

A Framework for Digital Opportunity and Inclusion 

This framework for digital opportunity and inclusion lays out the evidence base across five pillars, 

focusing on what the pillars are, who is adversely affected by persisting digital divides, and what 

emerging solutions—including policies, programs, and practices—promote digital opportunity and 

inclusion (figure ES1). The five pillars fall within three categories of inclusion: foundational inclusion, 

enhanced inclusion, and full inclusion. We list the categories and the pillars below and in figure ES1. See 

page 7 for the full framework for digital opportunity and inclusion.  

◼ Foundational inclusion 

» Develop infrastructure: access, speed, and reliability of physical infrastructure 

» Get connected: adoption of available and affordable internet services and devices 

◼ Enhanced inclusion 

» Learn skills: digital literacy, basic skills, and advanced certifications to exercise digital 

autonomy 

» Navigate safely: privacy and security to control and protect personal information online 

◼ Full inclusion 
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» Use effectively: inclusive devices, applications, and human and technical supports to 

empower self-determined use and achieve goals 

FIGURE ES1 

Components of Digital Opportunity and Inclusion 

 

URBAN INSTITUTE  

Source: Abridged framework developed by the authors.  

What Are the Benefits of Expanded Digital Opportunity 

and Inclusion? 

This framework characterizes digital opportunity as the many individual, community, and societal 

benefits that come from expanding digital inclusion by narrowing the digital divide and promoting 

digital equity. Examples span many dimensions of individual and community well-being, including 

improving individual confidence and self-efficacy; improving educational outcomes; improving health, 
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health information access, and health management; improving financial outcomes; improving economic, 

workforce, and labor market outcomes; improving social cohesion and reduced social isolation; 

reducing recidivism rates among people reentering society after incarceration; and improving overall 

quality of life. 

Who Benefits from Expanded Digital Opportunity and 

Inclusion? 

The evidence in this report shows that some people and communities are more affected by the digital 

divide than others. Populations that would benefit from investments and resources to expand digital 

opportunity and inclusion include many populations of color, tribal communities, people with lower 

incomes, women, people living in rural areas, older adults, justice-impacted populations, many people 

with disabilities, people experiencing homelessness, and immigrant and refugee populations. 

What Is the State of the Evidence on Digital Opportunity 

and Inclusion? 

As technology advances, research and evidence about expanding digital opportunity and inclusion 

continue to grow. Our review of the literature examined bodies of evidence related to the five 

framework pillars and different populations. We summarize that evidence here, grouped by prevalence.  

Established Evidence 

The conclusions below are widely accepted, as there are consistent and clear findings from numerous 

sources. 

◼ Many rural and Native American communities experience the largest digital divide in access 

to high-speed infrastructure. Nationally, Native American populations have access to less 

digital infrastructure than any other group. Although deployment is expanding, many rural 

regions have less access to reliable, affordable high-speed internet than suburban and urban 

areas.  

◼ Race, ethnicity, and income are significant predictors of in-home broadband internet 

subscription. Many populations of color—including Black and Hispanic/Latine populations—
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and people with lower incomes are less likely than other groups to have in-home broadband 

internet subscriptions.  

◼ High-speed internet at home is associated with improved economic and workforce outcomes. 

People with high-speed internet connections at home tend to have better economic and 

workforce outcomes, including higher incomes and lower rates of unemployment. Home 

internet also supports economic and workforce outcomes by supporting job searching, 

employment mobility, and business recruitment.  

◼ High-speed internet at home is associated with improved educational outcomes. Children 

living in homes with high-speed internet have better educational outcomes, including improved 

access to information, better digital literacy, and higher grades.  

◼ Access to and meaningful use of internet technologies supports improved health outcomes. 

Expanding high-speed internet access, device availability and affordability, and meaningful use 

of the internet can enable greater access to health information and health care services, 

improve early detection, and improve health management for individuals.  

◼ High-speed internet supports rural economic productivity, employment, and job creation. 

Without high-speed internet infrastructure, industry and business productivity in rural areas 

lags. Increasing access and adoption of high-speed internet in rural areas supports employment 

growth and diversity, increases wages, and supports business ownership and 

entrepreneurialism, especially for women.  

◼ Digital literacy supports that are culturally competent and promote self-efficacy are most 

effective. Education programs, training programs, digital navigator programs, and other 

interventions and strategies to improve digital literacy are most effective if they are socially 

and culturally relevant to participants and they increase participants’ sense of confidence and 

belief that they can learn and apply digital skills in their lives. This is particularly true for older 

adults, women, English-language learners, incarcerated and formerly incarcerated people, and 

children.  

Emerging Evidence 

For the findings below, there is a growing body of evidence that is beginning to develop, indicating the 

possibility for new trends that could potentially grow stronger with further investigation. 
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◼ Community-wide and public-private programs, partnerships, and support networks are 

effective in helping build digital skills. In many communities, community-based and nonprofit 

technical support networks, digital navigator programs, and providers have been shown to help 

individuals and households learn and apply digital skills. Partnerships between educational 

institutions and correctional facilities to provide digital-skills training have resulted in greater 

participation in skill building, education, and related digital programs. 

◼ Device issues and device quality, including low quality or limited devices, are barriers to 

connectivity, and some groups may be more affected than others. Researchers have found 

that problems with devices and challenges resulting from low-quality devices are key barriers 

to using the internet effectively, especially for some Hispanic/Latine households, Black 

households, Native American households, and people experiencing homelessness.  

◼ Justice-impacted people face unique barriers to digital inclusion, and investments in digital 

literacy and training associate with reduced recidivism among formerly incarcerated people. 

Many justice-impacted populations have access to poor digital infrastructure, excessive fees 

for digital services in prisons, and challenges adapting to new technology and seeking and 

securing employment, especially in careers requiring digital expertise, after long periods of 

incarceration. Some studies have shown that digital literacy and training programs tailored to 

the context and needs of incarcerated and formerly incarcerated people can support reduced 

recidivism and increase job retention when they reenter society.  

◼ The availability of high-speed internet is associated with higher crop yields and higher 

property values in some rural areas. Some research has found that agricultural productivity 

may receive a boost from the installation of high-speed internet infrastructure, and that the 

expansion of high-speed internet access in rural residential properties increases property 

values.  

Limited Evidence 

There is not enough evidence to support strong conclusions at this time and more research on these 

topics is needed.  

◼ Effective strategies to encourage internet adoption for nonadopters. Evidence consistently 

shows that a durable share of people who do not use home internet say they simply do not need 

it or are not interested in using it, with the majority of adults without home broadband 

reporting that they are not interested in having it in the future. To close the adoption gap, more 
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evidence is needed about the contexts and motivations of nonadopters and about effective 

strategies to support internet adoption among this population. 

◼ Opportunities to expand digital opportunity and inclusion for some military and veteran 

populations. More research is needed about the needs and possibilities of expanding digital 

opportunity and inclusion for specific military and veteran groups, including military spouses 

and older veterans—such as accessing social and health services, accessing and retaining 

employment, and engaging in business development and entrepreneurial activity.  

◼ Effective digital strategies to support people experiencing homelessness. People 

experiencing homelessness rely on unreliable public Wi-Fi, outdated devices, and spotty mobile 

hotspots. Device theft, lack of charging infrastructure, and limited digital literacy can further 

restrict their internet use and make it difficult for them to maintain connections with people 

and institutions that can provide critical resources to support pathways out of homelessness. 

More research is needed about effective digital investments, approaches, and strategies to 

support people experiencing homelessness.  

Charting a Road Map for Fuller Digital Opportunity and 

Inclusion 

This report summarizes evidence-based strategies to strengthen pathways toward greater digital 

inclusion across and between the framework pillars, including the following:  

◼ targeting place-based subsidies to narrow the infrastructure gap and expand in-home 

connections 

◼ supporting individual connectivity through subscription subsidies, low-cost or free devices, and 

free public Wi-Fi and mobile hotspots for people who struggle to connect to in-home 

broadband infrastructure or are housing insecure 

◼ protecting digital privacy and strengthening civil rights protections and enforcement online 

◼ providing clear digital training and navigation, as well as properly equipping and supporting 

those who train others in these skills 

◼ making digital platforms, devices, and supports easy to use, relevant, and accessible for all, 

regardless of income, race and ethnicity, social and cultural background, language, and ability 

◼ issuing quality devices and supporting troubleshooting and maintenance for device users 
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The report ends with a learning agenda to drive future research across the pillars of digital 

inclusion, including a series of specific opportunities and potential research questions:  

◼ Support the development of more research and evidence around solutions to the digital divide. 

◼ Conduct research that is more inclusive of marginalized populations.  

◼ Fill important knowledge gaps related to what it takes to help people get and stay connected to 

high-speed internet.  

◼ Focus on outcomes for individual, family, and societal thriving. 

 



Expanding Digital Opportunity  
Across the US, unprecedented investments are occurring in infrastructure, connectivity, 

and skill development to equip society for a digital world. Congress has made over $439 

billion in federal government funding available to expand digital opportunity since 2002 

(figure 1), with most coming since the COVID-19 pandemic laid bare critical gaps in 

digital infrastructure and connectivity in communities across the country. In particular, 

the American Rescue Plan Act, Infrastructure Investment and Jobs Act, and Inflation 

Reduction Act allocated significant funding to deploy high-speed infrastructure to 

unserved and underserved locations, make quality devices and connections more 

accessible, and support skills training so that all can leverage digital technology to meet 

their needs and support their goals.  

Introduction 

The vast majority of American households now have access to the internet at home, meaning that a 

technology, service, or facility that provides internet connectivity is available for a computer or smart 

device at their address. The growth in internet access in recent years is attributable to the expansion of 

affordable high-speed internet options. Nationwide, cable remains one of the most widely available 

broadband internet sources, but recently there has been significant growth in fiber optic and satellite 

technologies (figure 2). With these expansions, the number of households reporting that they have not 

adopted home internet has steadily declined, with internet access now nearly universal. However, a 

relatively small but durable share of nonadopters persists, with the share of those who report not using 

the internet plateauing in recent years (figure 3).  
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FIGURE 1 

Federal Investments in Digital Opportunity, 2002–24 

 
URBAN INSTITUTE  

Source: Timeline developed by the authors.  



E X P A N D I N G  D I G I T A L  O P P O R T U N I T Y  3   
 

FIGURE 2 

US Households with Broadband Internet Access by Major Infrastructure Type, 2022–23 

 

URBAN INSTITUTE  

Source: Author’s calculations using December 2023 Federal Communications Commission national broadband data.  

Notes: The substantial growth in satellite infrastructure between December 2022 and June 2023 coincides with significant 

growth in Starlink internet service, including rapid expansion of its user base, the introduction of their upgraded “V2 mini” 

satellite, increased number of satellite launches, and improved user terminal availability.  

0.0%

25.0%

50.0%

75.0%

100.0%

Jun 2022 Dec 2022 Jun 2023 Dec 2023

Any technology All satellite All fixed wireless Cable Fiber



 4  E X P A N D I N G  D I G I T A L  O P P O R T U N I T Y  
 

FIGURE 3 

US Households Reporting Home Internet Adoption, 2015–22 

 

URBAN INSTITUTE  

Source: Author’s calculations using American Community Survey one-year estimates.  

Note: *Estimates for 2020 are omitted because the US Census Bureau did not publish American Community Survey one-year 

estimates in 2020 due to data-collection challenges during the COVID-19 pandemic.  

A Framework for Digital Opportunity and Inclusion 

As technology advances, digital participation is increasingly necessary for people to access essential 

services; seek, secure, and retain employment; meet basic needs; engage in lifelong learning; and 

participate in cultural and civic life.2 Because of this, the National Digital Inclusion Alliance (NDIA), a 

national nonprofit organization that advocates for broadband access, defines digital equity as achieved 

when people and communities have the information and technological capacity to participate in society, 

democracy, and the economy (box 1).3 NDIA’s definition is widely cited as the standard across state 

broadband offices,4 public-private broadband partnership organizations, education and literacy 

organizations,5 and digital and community advocacy groups.6  
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digital equity (box 1). Many other definitions of digital opportunity also refer to participation in society, 

democracy, and the economy, even if they do not directly reference the NDIA definition. Other 

definitions for digital opportunity commonly focus on concrete or technological requirements for digital 

participation. For example, AARP describes three key criteria for equitable digital opportunity: internet 

access, a suitable device, and digital literacy and training.7 

BOX 1 

Definitions  

This framework uses the following definitions: 

◼ digital divide: The gap between those who have affordable access, skills, and support to 

effectively engage online and those who do not.a 

◼ digital inclusion: The activities necessary to ensure that all individuals and communities, 

including the most disadvantaged, have access to and use of information and communication 

technologies, including (1) affordable, robust broadband internet service; (2) internet-enabled 

devices that meet the needs of the user; (3) access to digital literacy training; (4) quality 

technical support; and (5) application and online content designed to enable and encourage 

self-sufficiency, participation, and collaboration.b 

◼ digital equity: The condition in which all individuals and communities have the information-

technology resources and capacity needed for full participation in our society, democracy, and 

economy.c  

◼ digital opportunity: Digital opportunity means that everyone can access the life-changing 

benefits that digital inclusion unlocks. It extends the goal of closing the digital divide beyond 

simply increasing the number of connected households or devices to ensuring that people can 

effectively use digital technology to improve their lives. When everyone has the digital 

connections, affordable and appropriate devices, and skills to navigate the digital world safely 

and effectively, their opportunities to improve employment, education, housing, health, and 

other quality of life outcomes expand, and they can more fully participate in the economy, 

democracy, and society.d  

 Sources: a, b, c National Digital Inclusion Alliance, “Definitions,” accessed December 17, 2024, 

https://www.digitalinclusion.org/definitions/ 
d Definition developed by the authors. 

Because of historic and ongoing gaps in digital investments and participation, many people and 

regions face persistent barriers to achieving both the technological and participatory benefits of digital 

https://www.digitalinclusion.org/definitions/
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opportunity. This report’s framework synthesizes existing definitions and positions digital opportunity 

as the outcome along a spectrum of three ascending categories of digital inclusion: foundational 

inclusion, enhanced inclusion, and full inclusion, with the goals of (1) narrowing the digital divide 

between those who can effectively engage online and those who cannot and (2) improving outcomes for 

people and communities (figure 4).  
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FIGURE 4 

Framework for Digital Opportunity and Inclusion 

 

URBAN INSTITUTE  

Source: Framework developed by the authors.  
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Foundational Inclusion 

Foundational inclusion is the baseline for digital participation. It includes the development and 

deployment of the physical infrastructure needed for digital participation and the ability of people to 

connect to it. There are two pillars in this category: 

◼ Develop infrastructure: This includes the access, speed, and reliability of fixed and mobile 

digital infrastructure. Fixed connections include fiber internet, cable internet, Digital 

Subscriber Line (DSL) technology, satellite internet, and fixed wireless internet infrastructure. 

Mobile connections include cellular towers, smart devices, public Wi-Fi, and mobile Wi-Fi 

hotspot technology.  

◼ Get connected: This includes the adoption, affordability, and take-up of available internet 

service connections and devices. Getting connected is dependent on the physical infrastructure 

being deployed or available to a service area, community, residence, and/or building. 

Enhanced Inclusion 

Enhanced inclusion is possible when the infrastructure and connection criteria for foundational 

inclusion are satisfied. It includes the skills that people need to use the internet safely and effectively. 

There are two pillars in this category: 

◼ Learn skills: The basic digital skills, digital literacy, and digital certifications or credentialing 

necessary to exercise digital autonomy. 

◼ Navigate safely: The knowledge, ability, and resources to control and protect personal or 

sensitive information online. 

Full Inclusion 

Full inclusion is possible when foundational inclusion and enhanced inclusion criteria are satisfied with 

available and reliable infrastructure, affordable connections and adoption, with needed skills and safety 

protections so that people can meaningfully and effectively use and benefit from the internet. There is 

one pillar in this category: 

◼ Use effectively: This includes the inclusivity and effectiveness of digital devices, applications, 

and human and technical supports to empower self-determined use and to support people in 

using the internet to achieve their goals. 
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SHORT-TERM OUTCOMES OF GREATER DIGITAL INCLUSION 

Our review of the evidence shows that full inclusion can yield positive outcomes for individuals, 

households, communities, and society as a whole in both the short and long term.  

◼ In the housing sector, evidence shows that expanding digital inclusion can support in-home 

broadband access and connectivity, increase home values, reduce discrimination in online 

housing transactions, support renters and buyers in finding housing at reasonable costs in 

communities of choice, improve home security systems, reduce home energy use and related 

utility costs, and improve in-home assistive technologies.  

◼ In the health sector, expanded digital inclusion can improve access to digital health services, 

such as appointment scheduling, participation in telehealth, and prescription ordering. It can 

also support greater access to health care providers, caregivers, and medical records access, 

which together strengthen preventive care services.  

◼ In the educational fields, greater digital inclusion is associated with improved grades and test 

scores for learners at all ages, as well as increased rates of homework completion, higher 

graduation rates, and increased enrollment in higher education.  

◼ In the economic sector, greater digital inclusion supports easier navigation of public financial 

services; increased rates of entrepreneurship, and improved labor market outcomes through 

enhanced job searching, job matching, and access to job information. Digital inclusion is also 

associated with higher incomes through lowering unemployment rates and supporting higher 

labor force participation.  

LONG-TERM OUTCOMES OF GREATER DIGITAL INCLUSION 

As short-term benefits accrue, greater digital inclusion can make longer-term, transformative outcomes 

possible.  

◼ In the housing sector, expanded digital inclusion can support increased housing wealth for 

homeowners, increase access to high amenity communities for both homeowners and renters, 

and support community safety.  

◼ In the health sector, greater digital inclusion can improve health behaviors and health 

management for individuals, reduce the use and strain on emergency services, reduce health 

complications and negative health outcomes across a variety of ailments and illnesses, and 

improve overall health and well-being.  
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◼ In the educational fields, greater digital inclusion can help strengthen students’ understanding 

of class content and support the development of digital literacy skills and improve access to 

digital services of all kinds, such as government services, banking, and community information.  

◼ In the economic sector, expanded inclusion can also strengthen economic outcomes and 

reduce economic disparities, such as by improving access to jobs that require basic or advanced 

digital skills, increasing local business activity, and improving productivity and raising incomes.  

Who Could Benefit from Stronger Digital Inclusion? 

As opportunity expands, it is important to ensure that everyone benefits fairly. Yet some people and 

communities face historic and persistent gaps in digital access, connections, and use, diminishing their 

ability to fully participate in the digital era and reducing their chances to thrive. Multiple populations 

and communities face compounded or long-standing challenges and will benefit significantly from 

targeted and expanded digital opportunity investments: 

◼ Rural communities have less infrastructure deployed and often depend on less-reliable wireless 

and more expensive satellite connections (Wolf and Irwin 2024; Garnett, Jeffrey, and Johnson 

2024). 

◼ Nationally, Native American populations have less access to digital infrastructure than any 

other group (Garnett, Jeffrey, and Johnson 2024; Fenner et al. 2024), and researchers have 

found that Black and Hispanic/Latine populations in some areas have less provider choice and 

less fiber availability compared with other groups (Galperin, Le and Wyatt 2021). Compared 

with white people, people of color are also more likely to cancel internet subscriptions because 

of financial strain (Early and Hernandez 2021; Vogels et al. 2020). Historically-redlined 

neighborhoods have also been found to have lower broadband adoption rates (Skinner, Levy, 

and Burtch 2024).  

◼ Nationally, people with lower incomes have similar access to broadband infrastructure as other 

groups. However, researchers have found that lower-income populations in some 

municipalities and regions still face significant challenges. For example, although not all service 

providers deploy less infrastructure in lower income areas, some do. Nationally, fiber is less 

available than cable broadband in communities with high rates of people living below the 

federal poverty line (Garnett, Jeffrey, and Johnson, 2024). Other challenges include lower 

internet usage rates among adults, more pronounced disparities in technology adoption, and 

frequent difficulties accessing public benefits through digital means (Garnett, Jeffrey, and 
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Johnson 2024; Czaja et al. 2018; Singh et al. 2020; Marston, Shore, and White 2020; Lee et al. 

2024). 

◼ Women face unique barriers to digital access due to precarious housing, financial instability, 

privacy concerns, and lower self-efficacy, while women of color, especially mothers and justice-

impacted women, face additional economic and social challenges (Seo et al. 2020; Faber and 

Mercier 2022; Blomburg et al. 2021; Seo et al. 2021). 

◼ Older adults, especially those with low incomes and those who are justice-impacted, often have 

low confidence and fewer skills to use new and evolving digital technology (Czaja et al. 2018; 

Hecker, Spaulding, and Kuehn 2021; Singh et al. 2020; Marston, Shore, and White 2020).8 

◼ Many people with disabilities face accessibility barriers to effectively use digital services and 

devices. They need investments in digital equity to access essential income support programs, 

benefit from assistive technologies that enhance independent living, and fully participate in 

telemedicine, education, and daily life (Zuo and Powell 2023; Khanlou et al. 2021; 

Chidambaram et al. 2024; Ding et al. 2023; Jamwal et al. 2022). 

◼ Immigrants and refugees, particularly those with limited English proficiency, face language and 

accessibility barriers to effectively use digital services and devices. They need culturally 

responsive resources and support to expand access to digital information, health care, 

education, and legal services and institutions as they settle into a new country (Bastick and 

Mallet-Garcia 2022; Buiquy 2022; Suh and Hsieh 2019; Connell 2019). 

◼ Many military families and some veteran populations move frequently and face barriers to 

efficiently access health care and social services (Wray et al. 2022; Reentry Coordination 

Council 2022). 

◼ Justice-impacted populations face poor infrastructure, excessive fees for digital services in 

prisons, and challenges adapting to new technology and seeking and securing employment, 

especially in careers requiring digital expertise, after long periods of incarceration (Badejo, 

Chakraborty, and Forbes 2024; Brown 2020).9 

◼ People experiencing homelessness rely on unreliable public Wi-Fi, outdated devices, and spotty 

mobile hotspots. Device theft, lack of charging infrastructure, and limited digital literacy 

further restrict their internet use and make it difficult for them to maintain connections with 

people and institutions who can provide critical resources to support pathways out of 

homelessness (Galperin, Bar, and Nguyen 2021; Rhinesmith 2024; Polson et al. 2024). 
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Digital inclusion, or the lack thereof, has important consequences for people, communities, and 

society across multiple dimensions of policy and practice. In this report, we focus on the intersections of 

digital inclusion and education, health, housing, and economic prosperity, which are relatively 

underexamined in the context of digital opportunity but have transformative influence on individual 

and community well-being and overall quality of life. As the evidence in this report shows, expanded 

digital opportunity across each of these domains contributes to improved outcomes at the individual, 

community, and societal levels.  

Develop Infrastructure 

The presence of physical infrastructure is the foundational pillar of digital opportunity and inclusion. 

Recent federal, state, private, and collaborative investments have catalyzed the expansion of high-

speed internet infrastructure and technology, but some people and places face persistent gaps in access 

as well as disproportionate barriers to internet infrastructure, speed, and reliability.  

What Does Current Infrastructure Look Like? 

Digital infrastructure can vary by internet speed, reliability, and the costs of and barriers to 

construction. Broadband speed—a standard measure of internet speed defined by the Federal 

Communications Commission (FCC) as a threshold for download and upload speed—is independent of 

infrastructure type. As of April 2024, the definition of broadband is a download threshold of 100 

megabits per second (Mbps) and an upload threshold of 20 Mbps.10 Any service provider offering lower 

speeds than the FCC standard is not considered broadband (box 2). Before the 2024 update, the 

standard of 25 Mbps download/3 Mbps upload had been in place since 2015.  

FIXED AND SATELLITE INTERNET CONNECTIONS 

Fixed connections refer to a physical network or connective infrastructure used to deliver internet 

access to a fixed location, such as a residence or business. The primary types of fixed infrastructure are 

fiber, cable, DSL, and fixed wireless internet technology.  

◼ Fiber: A type of high-speed broadband technology that uses fiber-optic cables to transmit data 

using light waves. Fiber internet can be very fast, with speeds up to 100 gigabits per second 

(Gbps) or more.11  
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◼ Cable: Uses fiber to the node or home, coaxial cable from the node to the home and inside the 

home, and a cable modem to provide internet access, with typical speeds between 50 to 1000 

megabits per second or more. 12  

◼ DSL: A “Digital Subscriber Line” internet connection includes multiple technologies that use 

existing copper telephone lines to transmit data via high-speed internet. Services can be 

delivered on the same telephone line simultaneously with wired telephone service (Garnett and 

Johnson 2022). DSL internet is declining in usage with the rise of faster technologies like 

fiber.13 

◼ Fixed wireless internet: Uses radio waves transmitted from a cellular tower to a fixed receiver 

that stays in one place, providing internet access without physical cables. It can be more reliable 

than mobile wireless, but less flexible. It is often used in areas where wired infrastructure is 

limited, such as rural areas.14  

Satellite connections provide broadband access wirelessly through communication satellites. 

Satellite is not considered a “fixed” connection because the signals travel through space, not a fixed 

network. 

◼ Satellite: In recent years, internet access via satellite has become available virtually 

everywhere in the United States (figure 3) and can offer download speeds of 200 Mbps or 

slightly higher as of August 2024.15 Subscribers can install a satellite dish to receive broadband 

services at their location from a satellite broadband service provider (Garnett and Johnson 

2022). As of 2024, approximately 6.7 percent of Americans use satellite for internet services 

(FCC 2024a). Satellite services can have a higher lag time in transmitting data than wired 

infrastructure and can be more costly, but reductions in costs in recent years are projected to 

continue.16  

For more about reliability and speed of different connections, see Appendix B. 

MOBILE INFRASTRUCTURE 

Mobile infrastructure refers to the network of physical and software components that enable portable 

devices like smartphones and smart devices to connect to the internet. Mobile infrastructure supports 

internet connection without wired infrastructure, such as during transit or when there is no access to a 

fixed connection. Mobile infrastructure includes cellular towers, public Wi-Fi, and mobile hotspots.  

◼ Cellular towers: Structures equipped with antennas and electronic communication equipment 

that transmit and receive radio signals and facilitate wireless communication between mobile 



 1 4  E X P A N D I N G  D I G I T A L  O P P O R T U N I T Y  
 

devices. Fifth generation, or “5G,” towers are the latest advancement in wireless 

communication technology, providing faster data speeds, increased capacity, and lower latency 

than older 4G towers. The fastest 5G internet could reach download speeds of 1-10 Gbps, 

which is as fast as download speeds for fiber internet.17 However, 5G has a limited coverage 

area and is still susceptible to interference from obstacles such as buildings, trees, and glass. As 

of August 2024, approximately 206.4 million people—or 62 percent of Americans—could 

receive high-speed 5G coverage at home.18 

◼ Wi-Fi: Wireless networking technology that allows devices such as computers, smart phones 

and smart devices, and other equipment to connect with the internet.  

» Public Wi-Fi are wireless networks that are available in many public places, such as coffee 

shops, hotels, airports, libraries, colleges and universities, and public transportation.  

» Mobile hotspots are portable devices that serve as access points for users to connect smart 

devices to the internet using Wi-Fi. These networks enable convenient connections while 

on the move. Some mobile hotspots are provided for free through available providers and 

sometimes include modest amounts of free data.  

BOX 2 

Who Provides Infrastructure? 

◼ Internet service providers: An Internet Service Provider (ISP) is an entity that offers customers 

the capability of accessing, retrieving, using, storing, managing, or otherwise processing 

websites and other information on the internet. ISPs can be organized in various forms, such as 

commercial, community-owned, nonprofit, or otherwise privately owned. They may or may not 

own the physical digital infrastructure they deploy and maintain.  

◼ Mobile network operators: Mobile network operators, also known as mobile network 

providers, provide wireless communication services to customers. Larger providers own and 

maintain their own towers and associated equipment and smaller operators often rent access. 

◼ Private and public Wi-Fi providers and hotspot lenders: Private businesses and public 

institutions (e.g., municipalities, libraries, schools) that subscribe to internet services and make 

free connections available to users to connect in specific, fixed locations or portably via mobile 

hotspots. 
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Who Has Less Access to Infrastructure and What Are the Consequences? 

Not all people have equal access to digital infrastructure. Notably, although access varies across and 

within individual communities, recent national-level analysis of broadband infrastructure deployment 

that meets the 100/20 FCC thresholds found no significant difference in the deployment of high-speed 

broadband by race or ethnicity of communities (census block groups), except for Native American 

communities. Overall, fewer than half of Native Americans living on reservations nationwide have 

access to any broadband technology (Garnett, Jeffrey, and Johnson 2024, Galperin, Le, and Wyatt 

2021; Skinner, Levy, and Burtch 2024; Early and Hernandez 2021; Fenner et al. 2024).  

Among different infrastructure types, cable broadband is widely accessible, while fiber-based 

broadband is less available in some lower-income communities and those with majority-Black and 

Hispanic/Latine residents (Garnett, Jeffrey, and Johnson 2024). These findings are consistent with 

another, earlier study of census blocks in Los Angeles. Authors analyzed data from 2014–2018 and 

found both internet service provider competition and fiber access were less common in low-income 

areas and in communities of color, especially Black communities (Galperin, Le, and Wyatt 2021).  

Many rural and Native American communities experience the largest geographical digital divide in 

access to high-speed infrastructure, and some urban communities also still struggle. For example, under 

the FCC’s new broadband threshold, not including satellite technology, just 65 percent of people living 

in rural areas have access to 100/20 Mbps internet technology—far fewer than 97 percent of people 

living in urban areas (Garnett, Jeffrey, and Johnson 2024). Among different infrastructure types, cable 

broadband infrastructure is most common in urban areas, with nearly 94 percent of urban residents 

having access, compared with only one out of every three (36.7 percent) rural residents. Similarly, fiber 

optic internet is available to approximately one out of every two urban residents, but just one out of 

every four rural residents have access. Fixed wireless internet is the least available to both groups, but 

by less than half the rate for rural residents compared with urban residents (36.8 percent for urban 

populations and 18 percent of rural populations; Garnett, Jeffrey, and Johnson 2024).  

Other researchers have found that residents in low-income rural communities tend to have the 

least choice in broadband internet service providers, with many having access to just one provider. 

Among Native American households in low-income and rural areas, more than two out of three (68.3 

percent) have no access at all (Garnett, Jeffrey, and Johnson 2024). Even without considering rurality or 

income, Native American communities nationwide still have the least access, with most (55 percent) 

having no access to a broadband provider (Garnett, Jeffrey, and Johnson 2024). 
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Tribal communities often face unique challenges to developing digital infrastructure, including 

inadequate resources and funding, geographical barriers, and higher costs associated with lower‐

density community settlement patterns that are more common to rural tribal communities (Korostelina 

and Barrett 2023). Deploying middle-mile infrastructure (which includes broadband infrastructure that 

does not connect directly to an end-user location)—such as buried fiber and copper cables, utility poles, 

and cellular towers —is particularly challenging in rugged, isolated geographies, including many tribal 

lands (Buiquy 2022). Complex terrains can also have important cultural, spiritual, or other sacred value 

(Korostelina and Barrett 2023). These challenges contribute to findings that tribal households are 

nearly twice as likely to access the internet exclusively through cellular data plans, and five times 

likelier than other groups to access the internet exclusively through satellite internet, which often have 

slower speeds and can be less reliable compared with wired technologies (Bauer, Feir, and Gregg 2022).  

Researchers have also found that people living on tribal lands that are restricted to cellular access 

can experience problems completing online forms and processes and enrolling in public benefits such as 

Social Security and Supplemental Security Income for those with disabilities (Butrica, Mudrazija, and 

Schwabish 2023). 

What Supports Infrastructure Development? 

The most common strategies to support infrastructure development involve siting new or improving 

existing broadband infrastructure. Numerous federal programs have made historic investments in 

recent years (figure 1; box 3). 

BOX 3  

The Broadband Equity Access and Deployment Program  

Authorized through the Infrastructure Investment and Jobs Act of 2021 and administered through the 

National Telecommunications and Information Administration (NTIA), the Broadband Equity, Access, 

and Deployment Program (BEAD) provides $42.45 billion in block grants to states and territories to 

fund planning, infrastructure deployment, and adoption. BEAD marks the first time in history that the 

US government has provided funding to states for these specific purposes.19 Funding can support 

infrastructure deployment and upgrades, broadband data collection and planning, device provision to 

promote broadband adoption, digital equity program and investments, and reduced-cost internet 

access to multifamily housing units. 

As of the first quarter of 2025, the program is in the mid to late stages of implementation as states 

and eligible grantees process their multistage application packages. Initial proposals outline how each 
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applicant entity will invest awarded resources. NTIA has approved all of the initial proposals, which has 

provided states access to at least 20 percent of their allocated funds to begin competitive bidding 

activities. Applicants’ final proposals must detail information about the proposed investment outcomes, 

their subgrantee selection process, and how the applicant will ensure universal coverage. As of the first 

quarter of 2025, 55 eligible entities, including all 50 states, have completed all application phases.20 

A key innovation of the BEAD program is its emphasis on community engagement. BEAD prioritizes 

investments in projects and plans that feature public-private collaborations, that actively involve local 

partnerships, and that prioritize community-driven projects. BEAD projects identify needs in different 

communities and regions and tailor solutions to ensure that the broadband infrastructure and 

connectivity plans effectively address local challenges and needs. Key to this process are deep outreach 

efforts to understand digital literacy needs and investments in training to empower people to use the 

internet effectively. 

STATE AND LOCAL PROGRAMS 

State and local programs as well as cooperative and public-private partnership initiatives are also 

effective in supporting investments to expand digital infrastructure. For example, since 2013, the 

Wisconsin Broadband Office has invested over $74 million in expanding high-speed internet access, 

funded primarily through the Universal Service Fund. The Universal Service Fund is a federal fund that 

helps people and communities across the United States access telecommunications services at 

reasonable rates and is paid into by telecommunications service providers. One study assessed the 

impact of expanded fiber internet on home values in Wisconsin between 2013 and 2017, finding that 

subsidized fiber internet expansion increased a home’s value between 1.02 percent and 5.25 percent 

(Wolf and Irwin 2024). Researchers found that this translates into a price premium between $1,924 and 

$9,956 for the average Wisconsin homeowner and that across the state, this represented more than 

$250 million in home value growth (Wolf and Irwin 2024). 

Other states and municipalities invest through different incentive, partnership, and financing 

pathways. Some states offer priority points to developers that include high-speed internet 

infrastructure in their plans when applying to develop affordable rental housing through the federal 

low-income housing tax program.21 In California, collaboratives between school districts, municipal 

governments, and private entities incentivize broadband access. For example, in Imperial County, the 

Imperial Valley Telecommunications Authority—a collaborative of 35 agencies including K–12 school 

districts, city governments, the Imperial County Office of Education, Imperial Community College, and 

San Diego State University—established a fiber optic network to provide network and internet services 

to over 120 educational and public agencies throughout the county. In 2017, the county launched a 



 1 8  E X P A N D I N G  D I G I T A L  O P P O R T U N I T Y  
 

pilot program to create a 4G network to bring high-speed wireless internet to students across local 

school districts (Hayes, Gao, and Hsieh 2021). 

In Fresno, California, the school district leveraged its fiber internet backhaul—the network 

infrastructure that connects smaller local networks, such as cellular towers or Wi-Fi access points, to a 

larger core network—as platforms to deploy a private high-speed internet service to students. During 

early stages of implementation, the district deployed high-speed internet at 15 “school-facilities-as-

towers,” covering approximately 20 square miles and supporting more than 6,500 student connections 

(Hayes, Gao, and Hsieh 2021). 

MOBILE WI-FI LENDING PROGRAMS 

For individuals and households that are underserved by infrastructure or who cannot connect in their 

homes for other reasons, mobile Wi-Fi lending programs can help support internet connections. These 

programs are particularly beneficial for students, rural residents, and people experiencing 

homelessness. For example, participating college students in Montana State University’s hotspot 

lending program—which was created to help expand internet connections for students who lacked 

access because of cost, availability, or other reasons—reported that the program supported them in 

coursework and program success (Salsbury and Hansen 2022). 

Mobile hotspots for people experiencing homelessness and vulnerable clients of nonprofit social 

service providers can also support social connections, enhance safety, and increase access to basic 

needs and services (Rhinesmith 2024). For example, researchers found that mobile Wi-Fi hotspots 

helped to reduce stress and anxiety for people experiencing homelessness. Study participants reported 

concerns that without the connective devices, they were worried they could not otherwise be located 

by providers and loved ones. They also reported that the hotspots helped them feel more connected, 

and as a result, safer, in unhoused conditions despite other challenges such as poor weather or lack of 

electricity (Rhinesmith 2024). 

COMMUNITY-LED PLANNING 

Community-led planning can ensure that infrastructure investments are tailored and responsive to 

local needs (box 3). Researchers note that policies are most effective when they take local contexts into 

consideration and align resources with needs (Hecker, Spaulding, and Kuehn 2021). For example, the 

Digital Equity Act of 2021 supports state digital equity plans focused on helping meet specific 

community equity gaps based on local contexts and needs. Other programs, such as the Indiana 

Broadband Ready Communities Program, prioritized and amplified local input, meeting the goals of 
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tailoring broadband implementation to local priorities and needs. The program gave rural and low-

income communities $50,000 toward broadband development and supported community stakeholders 

to coproduce a vision of the future of broadband in their communities, including determining different 

locally relevant and appropriate pathways for how that vision could be achieved (Zoccola and Borissov 

2022). 

Get Connected 

Once digital infrastructure is in place, getting connected to the internet and digital networks through 

computers, phones, and smart devices is the next pillar of digital opportunity and inclusion. Getting 

connected requires that digital infrastructure exists; that stable, reliable internet connections are 

available; and that internet services and devices are affordable or otherwise accessible for potential 

users.  

Getting connected is not a binary status, such that individuals have either achieved or nor achieved 

it. Rather, some researchers conceptualize “getting connected” as a spectrum of access, understanding 

that even if subscriptions, services, and devices are available, disruption via technology breakdowns, 

maintenance issues, quality gaps, affordability barriers, and service and connectivity delays or 

challenges can result in worse connectivity and uneven outcomes for the people and communities most 

affected (Gonzales, Calarco, and Lynch, 2018). 

What Does It Mean to Be Digitally Connected? 

“Digital adoption” refers to processes of gaining access to and actively using the internet by individuals, 

businesses, and other subscriber entities and integrating the internet into their operations and lives.  

Adoption is not solely a matter of access. Internet connections may be present and available, but 

whether and the extent to which users opt in can vary by intensity—for example, frequency of use—as 

well as by subscription and device characteristics (see Appendix C). For example, researchers cite 

related factors that make digital access less affordable and drive the digital divide beyond whether 

physical infrastructure is deployed, including socioeconomic factors. They also find that geographical 

disparities and technology deployment costs can influence access, such that providers make decisions 

on where to fund deployments based on profit and cost calculations, which can result in areas where it 

is more costly to deploy having less access to service (Reddick et al. 2020).  
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The NTIA internet use survey collects annual data to report on related trends in internet usage and 

identify areas where use is limited to inform policy decisions aimed at closing the digital divide 

(Appendix C). Data show that many people report using the internet at home through residential 

subscriptions, while others only use the internet through public access connections such as public Wi-Fi. 

For those that use the internet at home, household subscription characteristics can also vary, including 

in-home service subscriptions to fixed infrastructure, or household cellular service plans to connect to 

mobile infrastructure. People living in apartments or public housing may also subscribe to building-level 

or community-level subscription options, which can be provided through wired or wireless 

infrastructure.  

Device characteristics also play a role. For example, the quality of devices—such as desktop 

computers, laptops, tablets, smartphones, smart home devices, wearables, etc.—can significantly impact 

people’s ability to use the internet by affecting factors such as processing speed, screen clarity, battery 

life, and connectivity. This can directly influence how efficiently and comfortably users can access the 

internet and interact online, especially for tasks requiring high performance or extended usage 

periods.22  

What are the Barriers to Getting Connected and Why? 

There are numerous barriers to establishing adequate digital connections, including lack of available 

services, unaffordable subscriptions and devices, lack of choice or control over internet connections, 

and lack of interest—and some populations face greater barriers than others. Many people can face 

precarious connectivity and digital access instability, including people of color, people with low incomes, 

people who are limited to smartphone connections because they lack high-speed internet at home, 

people living in rural areas, people without digital connections and devices they can control, people 

experiencing homelessness, and many justice-impacted populations. We explore some of the factors 

associated with digital connectivity below. 

RACE AND ETHNICITY 

Race and ethnicity are significant predictors of in-home broadband internet subscription. Data from 

Pew Research’s 2023 internet use poll show that fewer Black (68 percent) and Hispanic/Latine (75 

percent) adults reported in-home subscriptions than Asian (84 percent) or white adults (83 percent).23 

According to 2024 Census reporting, only 71 percent of households who identify as American Indian or 

Alaska Native and live on tribal lands have an internet subscription of any kind other than dial-up, 

including fiber, cable, cellular, and satellite.24  
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INCOME AND OTHER ECONOMIC CHARACTERISTICS 

Income and other economic characteristics are also associated with connectivity. Income also tracks 

with in-home subscription rates nationally. In 2023, just 57 percent of adults with annual household 

incomes less than $30,000 reported in-home subscriptions, whereas the significant majority of adults 

(95 percent) earning over $100,000 did.25 These gaps have persisted across time, and although 

affordability has increased, it remains a barrier for some households. For example, Black and 

Hispanic/Latine adults surveyed by the Pew Research Center were twice as likely to have canceled or 

cut their internet service subscriptions because of financial strain than those identifying as white 

(Vogels et al. 2020; Early and Hernandez 2021). Similarly, among a small group of Native American 

postsecondary students in North Dakota, researchers found that the cost of internet access at home 

was too high relative to other needs (Fenner et al. 2024). 

Economic outcomes more broadly are also associated with digital connectivity. For example, 

industry and business productivity in rural communities can lag without high-speed infrastructure. As 

technology advances, broadband is part of the necessary infrastructure rural communities need to 

participate in the global tech economy, and essential to tech-based economic development. Without it, 

rural communities will struggle to achieve local wealth creation and quality tech employment.26 

Researchers used internal data that broadband providers submitted to the FCC detailing internet 

connections by subscription speed to examine farm production expenses and crop yields from USDA’s 

Census of Agriculture. They found that farm productivity may receive a boost from the installation of 

broadband infrastructure (LoPiccalo 2022). 

SMARTPHONE DEPENDENCY 

Smartphone dependency is a barrier to adequate digital connection. Approximately 15 percent of US 

adults are smartphone dependent, meaning they do not have a high-speed home broadband service at 

home and rely on a mobile phone to access the internet.27 This can present multiple challenges to 

effectively using the internet. For example, smartphone screens have limited screen space for more 

complex online tasks; smartphone data-usage caps can limit users’ online activity; older and more 

limited smartphones may have slower processing speeds and difficulty with file uploads and downloads; 

and smartphones offer a limited typing experience and limited access to certain features that are better 

suited for larger screens. Smartphone dependency can indicate greater challenges in reliably using the 

internet for different populations. For example, a higher proportion of Black (21 percent) and Hispanic 

(20 percent) adults were smartphone dependent in 2023, as were approximately one out of every four 

adults earning less than $30,000 annual household income. Adults living in rural (18 percent) and urban 
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(17 percent) communities also had higher rates of smartphone dependency than their suburban 

counterparts (11 percent).28  

A study of patrons, internet users, and staff at libraries in the midwestern US found that people 

without internet access at home can experience figurative “digital home-lessness” (Comi et al. 2022), 

meaning that are often excluded from accessing the internet and digital technology, and experience 

barriers to participating in the online world. People who experience literal homelessness also commonly 

rely on public Wi-Fi locations such as libraries, mobile hotspots, and older devices to access the internet, 

leaving many of them vulnerable and disconnected when access and charging points are closed or they 

experience technical difficulties (Galperin, Bar, and Nguyen, 2021; Rhinesmith 2024).  

Issues related to smartphone dependency can be particularly burdensome for people experiencing 

homelessness. For example, despite programs to disseminate smartphones, issues relating to phone 

quality, data availability and affordability, charging infrastructure, device theft, and digital literacy 

(especially among older adults) may limit the connectivity benefits of smartphone use (Polson et al. 

2024; Galperin, Bar, and Nguyen 2021). 

SETTLEMENT PATTERNS AND GEOGRAPHY 

Spatial settlement patterns and geography are key predictors of connectivity. For example, in-home 

fixed internet subscriptions tend to be highest in the suburbs (86 percent) and substantially lower in 

urban areas (77 percent) and rural communities (73 percent).29 Rural households also depend more on 

less-reliable connections than people living in urban and suburban areas: they are more likely to rely on 

wireless internet and satellite connections (Wilmoth 2019; Boik 2017) and are more likely to be 

smartphone dependent (Pew 2024). An earlier study preceding the new 2024 broadband speed update 

used 2014–2018 US Census Bureau American Community Survey data to more deeply examine rural 

subscription disparities by race and ethnicity. Researchers found that rural census tracts with high 

percentages of Black residents tended to have lower rates of high-speed wired internet adoption, 

particularly in isolated rural tracts. The rural tracts with lowest high-speed internet adoption rates 

tended to be spatially clustered in the Southeast, Southwest, and northern plains (Zahnd, Bell, and 

Larson 2022).  

Researchers have found that gaps in infrastructure access likely explain some, but not all, of the 

divide in adoption between rural and nonrural areas (Mills and Whitacre 2003; LaRose et al. 2007). 

Other factors that are linked to lower adoption rates include income and age, with low-income 

households and older people less likely to subscribe to available internet services (Zahnd, Bell, and 
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Larson 2022).30 These populations account for a relatively higher share of the population in rural areas, 

which may also partially explain why adoption rates in rural areas tend to be lower.  

DEVICE ISSUES AND QUALITY 

Device issues and device quality, including low-quality or limited devices, are barriers to getting 

connected. For example, in a study of families engaging in remote learning during the COVID-19 

pandemic, researchers found that among Hispanic/Latine households, 32 percent did not have enough 

computers for their children to use, and 35 percent faced technical problems connecting to the internet. 

They also found that 17 percent of Black households did not own a computer at all (Cruz 2022). 

Similarly, in a study of Native American postsecondary students, researchers found that even when 

internet access at home was available, most students still did not have adequate devices or related 

supports to effectively service or use them (Fenner et al. 2024). Among people experiencing 

homelessness, lack of access to safe and reliable device charging has been found to disrupt their 

“reachability,” and thereby diminish options to transition out of homelessness by limiting their ability to 

gain and sustain employment, connect with health care providers, and maintain personal support 

networks (Galperin, Bar, and Nguyen 2021). 

PROVIDER CHOICE 

Provider choice can be a key factor associated with adoption of home internet subscriptions (Silva et al. 

2018). However, the number of choices can vary with area population characteristics. For example, in a 

study of home subscription adoption, researchers found that where high-speed internet was available, 

census tracts with more educated, wealthy, and older people had more choices of internet providers 

and higher fixed broadband subscription rates compared to tracts with less educated, lower-income, 

and younger people (Silva et al. 2018). Provider choice has improved in recent years with the expansion 

of satellite internet technology (figure 3). Although satellite costs are declining, in many rural areas—

especially geographically remote regions where only expensive satellite or mobile plans are available—

the expense of a connection can still be prohibitive. Rural areas and high-poverty areas also commonly 

have fewer ISPs for subscribers to choose from because it is less profitable to build and maintain 

infrastructure across large distances with a lower population density (Garnett et al. 2024). This results 

in fewer companies willing to service rural areas and reduced consumer choice.31 

OTHER BARRIERS 

Persistent challenges and lack of interest are durable barriers to getting connected for some populations. 

Some groups face abiding barriers that can depress interest in or ability to get connected. In many urban 
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areas, numerous affordability programs—which help low-income households pay for internet services 

and connective devices—help households to get connected at reduced rates. Yet NTIA survey data 

shows that a durable share of people who do not use home internet say they simply do not need it or are 

not interested. Indeed, approximately 71 percent of adults without home broadband report that they 

are not interested in having it in the future (Perrin 2021). Other recent analyses show that as home 

internet adoption rates rise, the share of nonadopters with lack of need or interest rises, and the share 

citing affordability challenges falls. This may make it challenging to close the adoption gap and 

underscores the need to address complex adoption barriers beyond affordability.32 

Other adoption barriers may be related to feelings of limited self-efficacy, comfort, other psycho-

social barriers, as well as yet unestablished explanations. For example, transient, housing insecure, and 

digitally disconnected people may lack the means or motivation to get connected, including students 

that move frequently with their families, people experiencing homelessness, and justice-impacted 

populations. In New York, as many as 114,000 unhoused and highly mobile students are unable to 

access consistent broadband internet because they lack a permanent address (Chandra et al. 2020). 

Many people who have been incarcerated for long periods—especially since before widespread internet 

access or the development of smart devices, as well as older people who are incarcerated—can be 

hesitant or lack motivation to use digital and connectivity services that may be available. This can 

present reentry challenges and exacerbate social exclusion and isolation (Badejo, Chakraborty, and 

Forbes, 2024). 

Onerous or complicated internet program applications and requirements can be cumbersome and 

inaccessible, contributing to depressed internet adoption for some people. This is particularly true for 

people without existing internet access, with low digital literacy skills, or with low English proficiency. 

For example, researchers found that limited enrollment in some subsidized internet and device 

programs by eligible participants was largely due to factors such as skepticism about the quality of free 

internet, the complexity of the subsidy programs, and structural challenges such as language barriers 

(Goodchild et al. 2021). 

In carceral settings, internet service models, poor infrastructure, and device quality are common barriers to 

accessing the internet. In US prisons and jails, every aspect of digital infrastructure and access—including 

broadband fiber, network wiring, and telecommunication hardware and software—is usually owned by 

single, private vendors. Bundling infrastructure and related services enables vendors to create artificial 

barriers for competitors, separate price from cost, and provide low-quality service.33 In prisons and jails, 

the contracting corrections agency—not the end user—is the customer, and many internet providers 

and digital technology vendors are encouraged or allowed by corrections agencies to levy onerous pay-
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per-use or pay-per-access fees that disproportionately burden low-income people who are incarcerated 

(for example, charges for sending and receiving text messages, charges for sending email, charges for 

sending email attachments, charges for using internet time, as well as tuition fees for online learning 

programs). The preferred or exclusive provider and technology vendors also often provide simplistic or 

throttled devices that restrict users’ ability to meaningfully navigate the internet, find information, or 

use online digital services and resources.34 This often results in excessive rates and egregious fees to 

access and use digital services, which are paid for by justice-impacted populations and their loved 

ones.35  

What Helps People Get Connected? 

Effective strategies for increasing connectivity include subsidies, policies, and regulations to lower costs 

of connections and expand access to underconnected places and populations, such as low-income 

families, residents of federally subsidized housing, people experiencing homelessness, and justice-

impacted populations. Other strategies include expanding connectivity within communities to help 

people get connected beyond the home, often through existing institutions, providers, and 

partnerships—as well as culturally responsive community and social supports to help people get 

connected.  

FEDERAL AND STATE PROGRAMS AND POLICIES 

Numerous federal and state programs and policies have made substantial investments to help 

unconnected and underconnected people and communities get connected (figure 1). Although 

comprehensive evaluations of outcomes and impacts have not been conducted for most programs and 

policies, evidence from some programs and investments point to impacts. 

◼ ConnectHomeUSA Program (2015). The ConnectHome program was launched as a pilot 

program in 2015 by the US Department of Housing and Urban Development (HUD) to reduce 

the digital divide for HUD-assisted residents by funding public housing agencies and corporate 

and nonprofit partners to provide affordable internet, devices, and digital-skills training 

services. By early 2017, the program reported a 25 percent reduction in unconnected public 

housing households with children in grades K–12 (US Department of Housing and Urban 

Development and EnergyOn, n.d.). A study of ConnectHome participants also found that 

school-age children used the internet and tablets provided by the ConnectHome program to 

meet their educational needs and that having internet access in the home enabled parents to 

keep better track of their children’s school activities and monitor academic progress (US 
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Department of Housing and Urban Development 2018). Since its inception, HUD reports that 

the program has deployed more than 30,000 devices, established more than 72,500 in-home 

internet connections, and convened hundreds of digital literacy trainings.36  

◼ Affordable Connectivity Program (2021). The $14.2 billion Affordable Connectivity Program 

(ACP) was the largest internet affordability investment in US history, authorized through the 

2021 Inflation Reduction Act to support eligible low-income households struggling to afford 

monthly internet service.37 The program offered subscription discounts of up to $30 per month 

for internet service and up to $75 per month for people on tribal lands, as well as a one-time 

$100 discount for connective device purchases. The program could also be used to provide free 

or greatly reduced mobile voice and data plans to individuals experiencing homelessness. 

Participants received monthly subsidy payments for their internet bills through their service 

providers. The program expired May 2024 because Congress did not provide additional 

funding, resulting in 23 million households losing benefits. Research suggests the ACP had a 

positive impact on both broadband and device adoption among low-income households 

(Galperin and Bar 2024).  

With the end of ACP, many of its program benefits likely will not be sustained; however, there are a 

growing number of state efforts to continue connectivity subsidy programs (box 4).  

BOX 4 

State Strategies to Subsidize Connectivity Losses after the Affordable Connectivity Program Ended 

In 2024, some state lawmakers began to strategize opportunities to resolve emergent funding gaps and 

redefine eligibility for subscribers who would be affected by the end of the Affordable Connectivity 

Program. For example, lawmakers in New York, North Carolina, and Pennsylvania, are considering 

establishing new broadband subsidies. Other states, such as California and Oregon, are investigating 

ways to increase funding for their state-operated Lifeline subsidy programs in order to supplement the 

$9.25 monthly discount offered by the federally operated Lifeline program. Lawmakers elsewhere are 

considering ways to replicate the BEAD low-cost option provision and require ISPs under contract with 

their state to provide plans at a state-determined affordable price.  

PRIVATE SECTOR PROGRAMS 

Multiple private sector programs have expanded connectivity by subsidizing or supporting internet 

subscriptions and devices, including the following.  
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◼ Comcast Internet Essentials (IE). The Comcast IE program was established in 2011 as a 

voluntary three-year commitment by Comcast before its merger with NBC Universal. The 

program has continued past the initial commitment and is available to anyone living in an area 

with Comcast’s Xfinity Internet service who qualifies for federal low-income programs like 

Medicaid, the Supplemental Nutrition Assistance Program, housing assistance, or the National 

School Lunch Program. IE has two tiers, $14.95 per month for 75/10 Mbps internet service and 

$29.95 per month for 100/20 Mbps internet service, both with no activation fees, and no 

equipment rental fees.  

◼ Spectrum Internet Assist. The Internet Assist program is Spectrum’s broadband access 

program for eligible low-income households. The program was introduced by Charter 

Communications, the parent company of Spectrum, in 2016. The program costs $14.99 per 

month for qualifying households. To qualify, a member of the household must receive benefits 

from at least one of the following programs: the National School Lunch Program, the 

Community Eligibility Provision of the NSLP, or the Supplemental Security Income (SSI) 

program (age 65 and over only). The program provides a Wi-Fi connection with a router, a 

modem, parental control functionality, and security services.  

◼ Cox Connect2Compete. Cox’s Connect2Compete broadband internet access program has 

been providing low-cost internet and Wi-Fi service to families with K-12 students since 2012. 

The program is intended to help families afford internet access to support homework, email, 

social networking, and monitoring web activity. The program costs $9.95 per month for 

qualifying customers, with speeds up to 100 Mbps download. One Wi-Fi modem rental is 

included, but equipment must be returned when service is canceled. Eligible households must 

have at least one child in grades K–12 who is enrolled in a qualifying government assistance 

program, such as the National School Lunch Program or Supplemental Nutrition Assistance 

Program. 

◼ Mediacom Connect2Compete. Since 2017, Mediacom has provided low-cost internet services 

for qualifying households through their Connect2Compete program. Subscriptions cost $9.95 

per month plus tax, and are available to low-income families with at least one K-12 student who 

qualifies for the National School Lunch Program. Subscriptions include Wi-Fi connections and 

provide up to 25 Mbps download speeds at home. There are no upfront deposits or equipment 

rental fees required. 

◼ Midco Lifeline Assistance Program. Midco’s Lifeline Assistance program provides a discount 

on internet and home phone services for eligible low-income households in Midwestern states 
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in Midco’s service area. Eligibility and rates are based on income. The program provides a 

monthly discount of up to $9.25 for qualifying households, and households on tribal lands may 

receive up to $34.25 per month. 

Some scholarly analyses of the Comcast Internet Essentials program—launched in 2011 and among 

the first of these programs—have found evidence of substantive program impact. Many of the other 

private-sector programs are newer, or their impacts have not been independently evaluated. Rosston 

and Wallsten (2020) estimated that approximately 66 percent of Comcast’s IE program subscribers 

represent true increases in adoption by low-income households as a result of the program, with the 

remaining subscribers being from households that switched from a competitor or that would have 

subscribed as part of a general upward trend in adoption. Other researchers found significant effects 

for IE impacts on the labor market, such that the employment effect of enrolling in IE was approximately 

8.1 percentage points, with a lower bound of 2.1 percentage points (Zuo 2021). These researchers also 

found that IE program availability increases household incomes by $147 and that the program benefit 

to enrolled households is approximately $2,202—or more than four times the estimated cost to provide 

the service (Zuo 2021). Evidence also shows that IE has helped people with disabilities access critical 

social services. Researchers found that participation in Social Security Disability Insurance and Social 

Security Insurance programs increased in areas where the Comcast IE program was available, especially 

in communities with fewer Social Security Administration offices that could support in-person program 

applicants. Researchers found that participation in IE significantly increased Social Security Disability 

Insurance participation by approximately 1.7 percentage points in areas where it was available (Zuo and 

Powell 2023). 

LOW- OR NO-COST DEVICE PROGRAMS 

Other strategies to support connectivity center around providing devices at low or no cost. These 

strategies can be particularly beneficial for underconnected populations such as some veterans, people 

experiencing homelessness, and justice-impacted populations. For example, among over 5,000 veterans 

living in HUD Veterans Affairs Supportive Housing who received a video-enabled tablet or cell phone 

during the COVID-19 pandemic, in-person and video engagement with health care providers at the US 

Department of Veteran’s Affairs increased by an average of 1.4 in-person visits and 3.4 video visits 

approximately six months after receiving the devices (Wray et al. 2022).  

Another example is the Lifeline Assistance program, which provided free smartphones beginning in 

2008 to people experiencing poverty. Through the program, unhoused people could pick up a smart 

phone at retail locations by showing some form of personal identification (Polson, Botta, and Van 
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Houweling 2024). In carceral settings, competitive bidding processes paired with bidding incentives for 

prisons and jails can be used as a public policy instrument to regulate competition for both internet 

infrastructure, services, and devices, especially in the context of prison technology (Arguelles and Ortiz-

Luis 2021). 

COMMUNITY-LEVEL PROGRAMS 

Sponsored service agreements allow a single financial sponsor—such as a school district, county, or other 

entity—to sponsor and process internet payments for multiple low-income households. Certain sponsored 

service offerings have specific eligibility requirements. The most common criterion is that families must 

qualify for at least one public assistance program, which may include programs like the National School 

Lunch Program, housing assistance, Medicaid, Supplemental Nutrition Assistance Program (SNAP), or 

the Social Security Income (SSI) program.38 Since the COVID-19 pandemic, the model has become more 

prevalent across school districts to ensure that low-income students have reliable access to remote 

learning.39  

Leveraging existing digital infrastructure to expand connectivity through community institutions such as 

libraries, schools, and multifamily buildings can help increase individual connections. Evidence suggests 

that both strengthening community-level connections, such as providing Wi-Fi in community rooms of 

affordable rental housing communities, and establishing connections at personal residences can 

strengthen connectivity (Harris, Judge, and Burger 2022). These investments can be particularly 

beneficial for students, affordable housing residents, and people experiencing homelessness. 

For example, schools can increase student connectivity and success by allowing students on campus 

before and after school, extending the reach of school-provided Wi-Fi to school parking lots, and 

installing Wi-Fi hotspots on school buses. These investments will both expand the physical footprint of 

digital access for students as well as help reduce the amount of time needed to complete online 

homework, which in turn helps promote student success in homes with limited or lacking in-home 

connectivity (Evans 2019). Libraries can also play a critical role in bridging digital gaps and fostering 

digital literacy by providing or extending the reach of their digital connections (Wang and Si 2024). And 

for affordable housing residents, evidence suggests building-wide internet and internet hotspots are 

promising approaches to help alleviate the lack of connectivity in many affordable multifamily buildings 

(Ellison-Barnes et al. 2021). 

Culturally and socially relevant community supports can help increase digital connectivity for individuals 

and households. Evidence shows that having others around who are using the internet helps people use 

the internet more frequently themselves, which can in turn help drive adoption by increasing self-
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efficacy and comfort with technology. Multilingual and linguistically accessible information about how 

to get connected and obtain devices can also help those with limited English proficiencies. For example, 

health care organizations can expand screening and referral processes that provide patients who are 

less proficient in English with accessible information in their preferred language on how to obtain 

access to the internet or devices (Rodriguez et al. 2021).  

Learn Skills 

Once digital infrastructure is deployed and people are able to get connected, digital skill-building is the 

next pillar of digital opportunity and inclusion (Sheon and Khoong 2024). Even if broadband 

infrastructure is present and users are able to establish connections, lack of digital literacy may prevent 

people from using and benefiting from digital technology (Li et al. 2023). Education, learning, and 

training opportunities are often necessary to acquire both foundational and advanced skills (Sheon and 

Khoong 2024). 

What Does It Mean to Learn Digital Skills? 

Learning and applying digital skills involves learning to use digital devices, applications, and networks to 

access, manage, create, and share information online. According to the Digital Literacy Taskforce, a 

person with digital literacy skills:  

◼ possesses the variety of skills—technical and cognitive—required to find, understand, evaluate, 

create, and communicate digital information in a wide variety of formats;  

◼ is able to use diverse technologies appropriately and effectively to retrieve information, 

interpret results, and judge the quality of that information;  

◼ understands the relationship between technology, lifelong learning, personal privacy, and 

stewardship of information;  

◼ uses these skills and the appropriate technology to communicate and collaborate with peers, 

colleagues, family, and on occasion, the general public; and,  

◼ uses these skills to actively participate in civic society and contribute to a vibrant, informed, and 

engaged community.40 
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BASIC AND ADVANCED DIGITAL SKILLS 

Basic digital skills include using digital devices, finding information online, and communicating using 

digital tools. For example, examples of basic skills include turning on a device, keyboarding, mousing, 

navigating a computer desktop, typing, and word processing. Basic skills related to finding information 

online involve using a digital device to connect to the internet, open a browser, and execute search 

queries. Basic communication using digital tools involves using a cellular phone for calling and text 

messaging, using smartphones or tablets, and using email, messaging applications, and social media. 

Other skills such as using assistive technology to make devices easier to use are foundational to 

effective use of digital devices and services for people with accessibility and/or mobility challenges. 

Basic skills may present varied levels of difficulty for people with different literacy and numeracy levels.  

Advanced digital skills include skills and knowledge that allow people to use advanced tools and 

strategies to take on more complex digital tasks and challenges. They can be useful in many technical 

and nontechnical career paths, including marketing, design, information technology, project 

management, and data science. Examples include creating digital content and data visualizations, video 

editing, and creating websites and digital applications, including creating advanced website navigation 

to allow users to make purchases or conduct business. Advanced digital skills are also used to track and 

manage projects, to do bookkeeping, and to manage proprietary industry or financial information. 

Coding (e.g., using HTML, CSS, JavaScript, jQuery, Bootstrap, Python, or R) and robotics are also 

advanced digital skills.  

METHODS OF LEARNING DIGITAL SKILLS 

There are multiple ways to learn digital skills, such as through digital navigator programs. Digital 

navigators help people learn how to use technology, access the internet, and develop related digital 

skills. They are often affiliated with local or regional organizations such as educational institutions, 

nonprofits, or government agencies. For example, The ExCITe Center at Drexel University, designed to 

help address Philadelphia’s digital divides across racial and economic lines, works with other nonprofit 

organizations to collect, refurbish, and distribute computers to community members at no cost. Digital 

navigators can provide information about low-cost internet plans and hotspots and offer training and 

support for using computers (Gonzalez and Sharma 2021). Similarly, in Minnesota, Literacy Minnesota 

deploys digital navigators to help learners with basic digital literacy skills, such as using electronic 

devices, accessing the internet, using Zoom, and finding resources and supports online to help meet 

their needs. 
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Digital-skills training classes and certification programs are another avenue to learn digital skills. 

Both basic and advanced digital skills can be learned through hands-on training, whether on the job, 

through apprenticeships, or through some other form of exposure. They can also be learned through 

formal instruction and technical coursework. Digital-skills training programs teach people how to use 

technology and develop a digital mindset to learn and adapt to new technologies. These programs can 

be offered to individuals, youth, employees, or the general public and can include a variety of activities 

and modalities, such as online courses, workshops, certifications, project-based learning, and school or 

educational-based learning. Many advanced digital skills credentialing can be taught through 

specialized training and certification programs such as Microsoft Certified Fundamentals, Microsoft 

Office Specialist, and IT specialist. 

Examples of digital-skills training programs are vast. The National Digital Inclusion Alliance (NDIA), 

for example, is a nonprofit with over 600 affiliated organizations advocating for digital inclusion in the 

United States. NDIA identifies, creates, and shares resources and tools for digital inclusion programs 

and supports digital inclusion practitioners and advocates on the ground. They also conduct, support, 

and promote research that informs public understanding and policy related to digital inclusion. NDIA’s 

Digital Inclusion Trailblazers program sets a national standard for digital inclusion work, including an 

honor roll for local governments that achieve Trailblazer status. 

Some programs combine both digital navigation and digital training support. The Rural LISC pilot 

Digital Navigator program, for example, helps people in rural communities access technology and 

develop digital skills to participate in the economy, society, and their communities through digital 

means. The program provides individualized support to help people access affordable internet 

subscriptions and devices, learn how to use digital services, build digital skills, and access resources for 

online courses and other opportunities. Rural LISC’s Digital Navigator program is also optimized to 

complement (rather than duplicate) training services that other organizations already provide, including 

Community Action Agencies, Financial Opportunity Centers, Affordable housing organizations, and 

Human services agencies. 

Programs may also be tailored for specific groups or learners. For example, The Digital Skills Youth 

Academy (DSYA) helps underserved youth develop the technical skills they need to succeed in the 

digital economy. For example, DSYA’s Earn-While-You-Learn program prepares students for college, 

internships, or apprenticeships while still in high school. Their curriculum combines coding, 

computational literacy, digital media skills, and job skills. DSYA students work on real-world projects 

that teach them problem-solving and critical thinking skills. The program builds career pathways to 

economic mobility by closing skills gaps.  
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Similarly, the Fortune Society offers a variety of digital-skills training programs for formerly 

incarcerated people. Their Grow with Google Career Readiness for Reentry program is a partnership 

between Google and five nonprofit organizations that provides free digital skills and job readiness 

training. The program organizes content and training by key learning paths, including Getting Started 

with the Basics, Job Search, Online Safety, and others. The program also offers one-on-one coaching to 

help prepare for job interviews and develop resumes.  

The Fortune Society’s Digital Equity Program also offers technical support and training sessions to 

help participants develop digital skills, promote digital safety, and gain agency over their digital 

identities. Some of the classes offered include an introduction to computers, PowerPoint, Word, Excel, 

and Outlook. They also offer a six-week bootcamp to teach social media, digital literacy, and how to 

create and curate a LinkedIn profile.  

Other programs are designed to “train the trainers.” The Goodwill Career Coach and Navigator 

Professional Certificate program is a four-course program that teaches people how to help others 

navigate their careers. The certificate is offered by Goodwill Industries International and Coursera. The 

program provides training for people who would like to become a career coach or navigator by 

improving their ability to support people in building skills and advancing careers, and prepares them for 

jobs in career coaching, career navigation, and career counseling. 

Who Might Face Challenges Learning Skills and Why? 

Not all people have equal access to resources, supports, or training to learn and practice digital skills. 

Some people may face complex barriers that affect their ability to learn these skills. For example, older 

adults and people disconnected from regularly using digital technologies, such as those experiencing 

incarceration or homelessness, are less likely to have confidence about learning new skills and may 

experience technology anxiety. Barriers may also differ by gender, race and ethnicity, and language.  

OLDER ADULTS AND SOME YOUTH 

Older adults face unique challenges when it comes to learning digital skills, and some youth do as well. A 

2022 AARP survey of 3,000 older adults found that most would like to use technology more but many 

felt it was not easy to figure out what technology to use and it was too complex and difficult to learn.41 

Disparities in technology adoption and use are particularly pronounced among older adults compared 

with other age groups and are even greater among low-income older adults (Singh et al. 2020; Marston, 

Shore, and White 2020). Some evidence suggests that internet use among low-income older adults may 



 3 4  E X P A N D I N G  D I G I T A L  O P P O R T U N I T Y  
 

be as low as 17 percent (Czaja et al. 2018). For older adults still in the workforce, low confidence can 

hinder the use of technology for developing critical workforce skills and ageism in the workplace can 

deepen doubts that they can learn new skills (Hecker, Spaulding, and Kuehn 2021).  

Youth who are disconnected from education and work tend to have lower digital skills. This 

“disconnected status” is negatively correlated with digital skill levels for all youth and across all racial 

and ethnic groups (Hecker and Briggs 2021). 

PEOPLE EXPERIENCING HOMELESSNESS AND INCARCERATION 

Barriers to learning digital skills are high for people experiencing homelessness and incarceration. 

People experiencing homelessness may not have the digital skills needed to navigate basic tools 

developed to support them. For example, in a study of the efficacy of digital resources to support people 

experiencing homelessness, researchers found that a water, sanitation, and hygiene map published to 

Google Maps was too complicated for many target beneficiaries to navigate because using it required 

having a Gmail account, navigating the map application, and understanding how to view and read the 

information provided (Polson, Botta, and Van Houweling, 2024). Similarly, people who have been 

incarcerated for long periods—especially since before widespread internet access or the development 

of smart devices—and older people who are incarcerated can be reluctant to participate in digital skills, 

education, and employment programs that are available (box 5). This can present reentry challenges 

and exacerbate social exclusion and isolation for these groups (Badejo, Chakraborty, and Forbes 2024).  

BOX 5  

Challenges People Experiencing Incarceration Face When Learning New Skills  

Multiple studies illuminate challenges that people experiencing incarceration face, including unique 

contexts for different age and gender groups.  

◼ For incarcerated people, desire and interest in the subject matter are mediating factors for 

participation and success in digital training programs and improved employment prospects 

after incarceration. This is especially true for people who have been incarcerated for long 

periods, and points to the need to make direct, personal connections between program 

opportunities, topics, and potential economic and workforce benefits for participants to 

meaningfully engage (Robinson 2024).  

◼ Educational programs targeted to incarcerated women are fewer and more limited than those 

offered to incarcerated men, despite female inmates having a greater need for unique services 

on reentry compared with their male counterparts (Emerson 2018; Seo et al. 2020). For 

previously incarcerated women in particular, confluences of barriers and other life 
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circumstances and challenges—such as precarious housing situations, child care demands, 

concerns about ex-partners, privacy concerns, or mental health issues—can disrupt digital-skills 

training program participation, which may limit other quality-of-life and employment outcomes 

(Seo et al. 2020). 

 

PEOPLE WITH LOW LITERACY AND NUMERACY SKILLS 

Basic literacy and numeracy gaps can be a barrier to digital learning and skill development. This is 

especially true for English-language learners, people with learning challenges and disabilities, some 

people of color, and disconnected youth. Gaps in basic literacy and numeracy based on race, ethnicity, 

and socioeconomic status and educational attainment are well documented (Tate and Warschauer 

2022). For English-language-learner students, digital access and literacy challenges are often 

compounded by language barriers. In many cases, these obstacles associate with negative educational 

outcomes including knowledge gaps, lower grades, chronic absenteeism, and disenrollment (Workie et 

al. 2022).  

What Helps People Learn Skills? 

People learning digital skills benefit from culturally relevant and accessible programs that focus on 

building confidence using technology. Learning can effectively take place in one-on-one settings, 

through cohorts, community-wide programs, or online.  

CULTURALLY RELEVANT PROGRAMS 

Culturally relevant and tailored programs and supports help ensure digital skills are accessible. For 

example, training programs based on adult learning principles and community supports can motivate 

skills learning and increase internet use for older adults and residents of affordable housing 

communities. Onsite digital literacy programs within affordable housing communities that let residents 

set their own goals, provide accessible and appropriate learning materials, include self-paced learning 

options, and have human supports available on demand have been found to help residents get 

connected and build basic digital, financial, and health management skills (Harris, Judge, and Burger 

2022). Other, similar pilot programs and studies show promise in increasing digital use among older 

adults (Ellison-Barnes et al. 2021). 
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In health care settings, providers and health systems have been successful in supporting patients’ 

digital efficacy by incorporating digital assessments and tailoring services in response to patients’ digital 

literacy levels. This may involve inquiring if patients know how to use smart devices to schedule a 

doctor’s visit; request, access, review, and interpret test results; or communicate virtually with their 

provider. Handouts, videos, and other resources that walk patients through the steps of using digital 

devices are also helpful (McCall et al. 2022). 

Individuals’ contexts and unique life experiences should be considered when designing and 

delivering digital training, education, and skills programs for incarcerated people and people on 

community supervision (e.g., probation and parole; Hwang et al. 2024). Especially in the context of 

reentry programs, targeted and culturally relevant services, training, and supports have been shown to 

improve participation rates and experiences for justice-impacted veterans, resulting in reduced 

homelessness and improved reentry outcomes such as employment, housing, and generally navigating 

the digital world (GSMA 2020).  

CONFIDENCE-BUILDING PROGRAMS 

Programs that focus on building self-efficacy, confidence, and interest are most effective for those 

learning digital skills. For example, integrating digital technologies into correctional processes can offer 

greater autonomy and strengthen self-efficacy for incarcerated people, which can be instrumental in 

developing digital skills and improving reentry outcomes (Hofinger and Pflegerl, 2024; Knight and Van 

De Steene 2020). Self-efficacy helps improve training success and, in the longer-term, workforce and 

employment success for incarcerated people and people on probation and parole (Brown 2020; Nisser 

et al. 2024; Hwang et al. 2024). And empowering people in prison with choice and self-determination 

via digital platforms and programs can allow them to engage in educational, training, and therapeutic 

interventions (United Nations Interregional Crime and Justice Institute, 2024). In broader contexts of 

workforce development and skills training, teaching job-related digital skills in task-level modules 

reduces intimidation among participants by making the technology feel less abstract (Hecker, 

Spaulding, and Kuehn 2021). 

ACCESSIBLE DEVICES AND PROGRAMS 

Accessible devices and platforms are key to learning and using digital technologies. Accessibility is 

important for everyone, but older adults, children, people with disabilities, immigrants and refugees, 

and English-language learners can have specialized needs. For example, supporting learning and 

adoption of digital technologies for people with disabilities requires specialized design, availability, and 

affordability accommodations, plus targeted interventions for people at different life stages (Khanlou et 
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al. 2021). In the educational sector, educators’ knowledge and expertise has been found to be a key 

factor in providing accessible and inclusive digital learning materials and environments to students. 

Effective trainings can focus on topics on disability and awareness, legislation, and methods of 

producing accessible digital materials and providing inclusive digital learning environments. Similarly, in 

the health care sector, health service providers can screen for patients’ digital literacy needs and 

produce educational materials to ensure they can effectively use service provider’s digital platforms.  

PROGRAMS FOR EDUCATORS 

Train the trainer programs and supports build skills and knowledge among educators. Effective 

supports for teachers to incorporate technology in the classroom include, for example: online 

professional development classes, in-school coaching on technology usage, “just in time” tech support, 

information on classroom strategies for technology use, and curated sets of resources for their subject 

areas and grade levels (Evans 2019). Higher-education faculty rate learning management systems 

highest in terms of importance and competence, but also highly value other digital technology that 

benefits student learning. Institutions may be able to motivate faculty to integrate digital technology if 

they support its use and provide instructors with time and resources to learn to use digital technologies 

(Martin et al. 2020). 

SMALL, COHORT-BASED, AND PEER-LEARNING PROGRAMS 

Cohort-based and one-on-one approaches are effective for older adults learning job-related digital 

skills. Opportunities for peer learning and support and cohort-based approaches, such as job clubs, can 

help older adults learn digital skills faster because seeing and learning with peers can make older adults 

feel more comfortable (Hecker, Spaulding, and Kuehn 2021). Relatedly, surveys of older adult 

participants in a digital literacy program in San Francisco suggest that the most effective approaches 

comprehensively combine opportunities for connection with supportive resources, ongoing support, 

and opportunities for continuous learning (Park 2024). In addition, one-on-one supportive training for 

older adults can help them connect to the internet and use basic tablet functions (Gleason and Suen 

2021). Providing adequate time for questions is particularly effective among older workers (Hecker, 

Spaulding, and Kuehn 2021). One-on-one support also helps learners of all ages, including older adults, 

use collaboration and productivity tools such as those offered by Google (Powers, Musgrove, and 

Nichols 2020). 
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COMMUNITY PROGRAMS 

Community-wide programs, partnerships, and support networks help build digital skills. Digital 

navigators in communities help people develop digital skills (McCall et al. 2022). Core technical support 

networks and direct support providers can help households in public housing better learn digital skills. 

For example, a survey of public housing residents in Austin, TX found that larger core technical support 

networks were associated with higher self-reported levels of digital skills among residents (Li 2018).  

Partnerships between educational institutions and correctional facilities to provide digital-skills 

training to incarcerated individuals can also result in greater participation in skill building, education, 

and related digital-program participation during and after incarceration (Badejo, Chakraborty, and 

Forbes 2024). For example, the Vermont Center for Correctional Post-Secondary Education provides 

tuition-free community college education and career training at all six of Vermont’s correctional 

facilities for both incarcerated individuals and correctional officers. It is in the early stages of 

implementation but could be a model for other states. 

Navigate Safely 

As many processes and interactions of daily life move online, there exist growing risks to individual 

safety, privacy, and security. Even after digital infrastructure and digital connectivity are established 

and people have developed the skills to use digital technology, they still need education and resources 

to navigate the digital world safely. Evidence from our review highlights particular risks for specific 

populations as well as domain-specific challenges and solutions. 

What Risks to Privacy and Security Can People Face Online and Who Is Most at 

Risk? 

Everyone who uses the internet is susceptible to both common and serious risks, but some people are 

more vulnerable. Common digital risks are associated with using legitimate websites and online 

platforms that collect information from users without their knowledge or permission. Grande and 

colleagues (2020) summarize five general threats to digital consumer privacy that they apply to health 

contexts but that reflect universal challenges: 

1. Invisibility: People are unaware of how their data are tracked, used, and sold, and have little 

opportunity to opt out of these data uses. They may have false sense of security in the face of 

increased surveillance. 
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2. Inaccuracy: Data on an individual can be inaccurate or based on wrong assumptions about 

digital behaviors. 

3. Immortality: Data have no expiration date and are aggregated and transferred over time, 

muddying control and ownership.  

4. Marketability: Data have commercial value and are frequently bought and sold, without 

compensation to those generating the digital data. 

5. Identifiability: Individuals can be readily reidentified, for example, based on several location 

points such as home address, office address, and children’s school address. 

Other digital risks include explicit criminal acts, such as online scams from bad actors that aim to 

steal money, personal information, or identities. For example, email and other online communication 

and data platforms can be used to leverage fake identities and commit fraud (Poster 2022). These 

techniques trick people into revealing information under false and misleading pretenses. Common 

compromised platforms include social media accounts such as YouTube, Instagram, and TikTok; job-

listing platforms like Indeed.com; gig economy and rideshare applications such as Uber, Uber Eats, and 

Lyft; and cryptocurrency and financial management platforms (Poster 2022). Anyone who uses the 

internet is at risk for this type of victimization, and learning how to avoid such scamming and hack 

attempts are essential digital literacy skills.42 However, certain populations may be at greater risk 

because of language barriers (e.g., English-language learners), lack of digital literacy (both adolescents 

and older adults), and other vulnerable groups such as people in carceral settings, some people of color, 

and some military personnel and veteran populations (Irvin-Erickson 2024). See Appendix D for more 

examples of digital risks.  

How Can People Navigate Safely? 

Supporting digital literacy can mitigate against the collection and tracking of personal information and 

avoid online victimization by scams. Beyond this, expanded legal protections could improve users’ 

safety online, strengthen education and communication about specific risks, and improve individual 

outcomes related to online activities.  

In recent years, both international and domestic legislation have been used to allow consumers to 

access their collected data, to opt out of having their data sold, and to make choices about the storage, 

use, and destruction of personally identifiable and private information. An international example is the 

General Data Protection Regulation adopted by the European Union in 2016 that governs not just the 
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right to control one’s data, but also the “right to be forgotten” or the “right of erasure.”43 The regulation 

enshrines seven principles of consumer data protection and privacy for organizations that collect data, 

including fair, lawful, and transparent data collection; limiting the reasons why data are collected; 

limiting collected data to only what is absolutely necessary; requiring organizations to keep accurate 

and up to date personal data; limiting data storage for only as long as necessary; using encryption for 

secure and confidential data processing; and requiring data collectors to be accountable and comply 

with the law.  

Use Effectively 

Using the internet effectively is the final pillar of the Digital Opportunity Framework and necessary for 

full digital inclusion. It is only possible if foundational inclusion and enhanced inclusion pillar criteria are 

satisfied through greater access to infrastructure and connections, skills development, and online 

safety and security.  

What Does It Mean to Use Digital Resources Effectively? 

Effective use means using the internet meaningfully and effectively to improve overall quality of life and 

to support thriving. Full digital inclusion means everyone has the access, subscriptions, skills, safety, 

resources, and supports needed to use the internet to live their lives, achieve their goals, and support 

their desired outcomes. 

Who Has Trouble Using Digital Resources Effectively, and Why? 

In addition to the extensive challenges outlined above that can limit digital inclusion and opportunity, 

some digital platforms and resources present unique difficulties for many populations, including people 

with low incomes, patients, disabled individuals, many people of color, renters, educators, students, and 

justice-impacted populations (box 6).  

Poorly functioning and inaccessible platforms limit access to critical social, health, and financial 

services for people with low incomes and people with disabilities. Some digital applications meant to 

help connect low-income households with resources and benefits work poorly. One study of over 13 

million screenshots from low- and high-income people using the internet for financial services found 

over one-third (34.5 percent) of public benefits screenshots for low-income users revealed problems 
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with government websites or platforms, with the most common problem being slow-loading websites. 

Meanwhile, higher-income users experienced far fewer challenges accessing commercial financial 

services such as online banking credit card services (Lee et al. 2024).  

People with disabilities also face challenges in accessing online health platforms and devices based 

on their type of disability. Many telemedicine platforms are not well-designed for patients with hearing, 

visual, or cognitive impairments, and electronic communication can be challenging for people with 

intellectual disabilities and neurologic or speech disorders (Chidambaram et al. 2024). Some patients 

require access to in-person consultations and exams to receive adequate health care, including patients 

with physical disabilities, mental health issues, and behavioral problems (Chidambaram et al. 2024). 

Finally, digital platforms and user interfaces can prove challenging or inoperable for users with visual 

disabilities or impairments when they fail to include adequate accessibility in their design and 

functioning, such as screen readers, captions, magnification, color, contrast, among other accessibility 

features (Chidambaram et al. 2024). 

Inadequate human supports can thwart the effective use of digital technology. In an analysis of the 

US Office of Disease Prevention and Health Promotion 2020 Health and Information National Trends 

survey, only half of respondents with access to a patient portal used it, and those less likely to use it 

were typically male, Hispanic, had less than a college degree, were insured by Medicaid, lacked a regular 

medical provider, or had no internet access (Nishii et al. 2022). Reasons for nonuse included a 

preference for direct communication with providers, lack of an online record, privacy concerns, and low 

digital literacy. Inadequate human support can also stymie the use of digital technology in educational 

sectors, such as when educators lack sufficient instruction on using technology to support meaningful 

online learning (Tate and Warschauer 2022).  

What Is the Impact of Using Digital Resources Effectively? 

Ensuring digital technology is accessible, multilingual, and comes with appropriate resources and 

human supports can help users navigate applications and devices. Digital technologies can be used to 

improve employment and workforce development, educational opportunities, health management and 

outcomes, and housing choices and stability.  

EMPLOYMENT AND WORKFORCE DEVELOPMENT 

Connecting people with jobs requires reliable high-speed internet connections for businesses and 

workers, supporting the development of occupational digital literacy and related skills, and innovative 
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funding. Programs focused on occupational digital literacy and skills help workers develop the 

“cognitive and technical skills that equip individuals to use information and community technologies 

effectively within a specific occupation” (Bashay 2020, 2).  

Partnerships between industry and education providers can target employer needs, scale 

employer-based upskilling best practices, and better address worker and employer labor market needs 

at local and regional levels (Bergson-Shilcock 2020b; Bashay 2020). Reskilling programs can provide 

educational pathways to high-skill careers for adults without bachelor’s degrees. For example, Merit 

America, a nonprofit organization that helps low-wage workers transition into well-paying tech careers, 

partners with top employers to understand their specific skill requirements, secures priority hiring 

commitments for graduates of their program, and locates programming in regions where vacant jobs 

exist (Escobari, Seyal, and Meaney 2019). The programs require 20 hours of coursework per week for 

13 to 22 weeks and provide resources to offset transportation and child care costs for participants. 

To support digital training opportunities, innovations in and additional funding for government 

workforce programs can also help. For example, the Digital Equity Act allocated approximately $2.75 

billion for a Federal Digital Literacy Upskilling grant program, which may help build capacity within 

states to pursue digital inclusion. The program will invest in digital-skills training for specific industries, 

support the professional development of digital trainers, and cover the costs of training new and 

existing workers (Bashay 2020). Plans submitted by states under the Workforce Innovation and 

Opportunity Act could also expand their activities to promote digital skills in ways that align with the 

Digital Equity Act (Coolberth 2024). For example, Washington state’s Workforce Innovation and 

Opportunity Act plan sets a specific strategic goal for digital literacy and inclusion in state workforce 

training programs by integrating digital skills investments across all levels of workforce education 

activities.  

Another way to boost digital entrepreneurship and employment is to increase connectivity to high-

speed internet for small businesses and entrepreneurs in underconnected or marginalized places, such 

as rural areas. Online labor platforms that connect buyers and sellers of digital services remotely in 

industries like graphic design, software development, and data entry can increase rates of 

entrepreneurship and small business creation, particularly for skilled workers in rural areas, according 

to a national study of US counties (Braesemann, Lehdonvirta, and Kässi 2022). Another national study 

of nonmetropolitan counties found that while high-speed internet access generally enhances start-up 

activity in rural counties, the impact of broadband access was highest in the most remote, rural 

counties, driven primarily by women-led start-ups (Conroy and Low 2022). 
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EDUCATION  

In the educational sector, both secondary and postsecondary students can take advantage of digital 

platforms to strengthen specific digital skills, increase employability, and enhance their overall learning. 

Google for Education is a digital suite of tools and features for teachers and learners that facilitates 

learner collaboration and class management and can be integrated with Chromebook tablets and 

laptops, which are the technologies of choice across many school districts. A recent Google-

commissioned study found that in addition to saving money on hardware and software, the Google 

platform and user experience improved students’ and teachers’ time on tasks and resulted in a 229 

percent return on investment (Forrester 2024). Microsoft Teams also offers a comprehensive platform 

for education but it has not been evaluated.  

A variety of online courses and trainings enhance adult learning through nontraditional 

postsecondary opportunities and employment-based courses. In postsecondary settings, digital 

learning skills sessions can introduce students to basic digital and education management skills to help 

support independent learning in a higher education environment in a quick, cost-effective manner 

compared with in-person trainings (Bernacki, Vosicka, and Utz 2020). Massive open online courses 

(MOOCs) provide free or low-cost, open, online education on a variety of topics and subjects, increasing 

access to postsecondary and continued education by allowing more students into a course, limiting 

tuition costs, and allowing students to participate virtually.  

Advanced degrees can also be made more affordable for midcareer learners. For example, Georgia 

Tech’s online Master of Science degree program in computer science is offered at $510 per course, 

which was projected to boost new master’s degrees in the field by 7 percent (Goodman, Melkers, and 

Pallais 2019). Once employed, digital training and education programs for employees can assess 

individuals’ “digital fitness” using applications that enable people to customize and coordinate learning 

assets and courses within a single “digital hub” (Fenlon and Fitzgerald 2019). Applications can include 

interactive features such as podcasts, gamification, skill-building experiences, and quizzes. Digital 

Accelerator Programs, which help organizations rapidly adopt and implement new digital technologies, 

can also help adults pursue reskilling in areas such as data analytics, visualization, automation, artificial 

intelligence, and digital storytelling (Fenlon and Fitzgerald 2019). 

HOUSING 

Today, most housing searches and many real estate–related transactions occur online. Real estate 

platforms shape and control access to information sharing on available housing and can reduce 

information asymmetries for homebuyers and renters, but they can also increase discrimination against 
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potential tenants and homebuyers. Researchers have found that using digital technologies can “lower 

transaction costs, reduce search frictions, and provide more frequent information, all of which will help 

improve the match between supply and demand” (Shamsuddin and Srinivasan 2021, 127).  

Many home sellers and buyers, renters and landlords, and associated stakeholders such as 

mortgage lenders, real estate appraisers, and real estate agents, have benefited from the 

“democratization” of housing searches on real estate platforms like Zillow, Redfin, Apartments.com, 

Craigslist, and others (Boeing, Harten, and Sanchez-Moyano, 2023). From the landlord perspective, real 

estate platforms can help screen tenants and minimize management risks while property management 

platforms can reduce delinquent payments and generate operating efficiencies by automating rent 

collection and maintenance requests, among other benefits (Ferreri and Sanyal 2022; Fields 2022. For 

home sellers, real estate platforms can improve marketing and reduce time on market, among other 

benefits. Both homebuyers and renters can access real-time, detailed information on available 

residences or units in many areas. This can expand housing options to places the homeseeker would not 

otherwise be familiar with and provide opportunities for upward residential mobility for households of 

color and those earning low incomes (Boeing, Harten and Sanchez-Moyano 2023). 

Increasing enforcement of existing laws such as the Fair Housing Act and expanding interpretation 

to cover the full range of digital transactions can help reduce illegal discrimination in housing 

transactions online. HUD recently issued guidance around applying fair housing law to online tenant 

screening tools and using digital platforms for advertising and algorithmic systems in order to reign in 

online discrimination in housing transactions (US Department of Housing and Urban Development 

2024a, 2024b). Leveraging devices to help people find homes, stay stably housed, and age in place while 

connecting with people and services can also promote positive outcomes.  

Smart home devices also can assist homeowners and renters in securing their homes, maintaining 

comfort, controlling energy use, and monitoring home users (e.g., pets, kids, older family members) (Li et 

al. 2021). They can also help older adults access health services and build and maintain social 

connections, and they can serve as assistive technology in a variety of ways for people with disabilities 

(Ding et al. 2023; Jamwal et al. 2022). 

For people experiencing homelessness, providing adults with quality devices, ways to recharge 

them (e.g., mobile charging carts), and useful, accessible applications to connect with local health care, 

housing, food, and training and employment opportunities could help improve stability and help more 

people transition out of homelessness (Galperin, Bar, and Nguyen 2020).  
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HEALTH AND HEALTH CARE 

Partnering people and communities with resources to design and manage tailored and relevant health 

interventions can improve health efficacy and health outcomes. For example, researchers have found 

that engaging communities in shaping digital health applications and interventions within the context of 

their social and physical environments can often lead to more effective and sustainable solutions than 

expert-driven ones (Brewer et al. 2020). Tech companies can partner with underrepresented 

communities from the beginning of the design process for mobile health apps that help people manage 

their health (Lee et al. 2023). Recent examples include the FAITH! app—a culturally relevant and 

tailored mobile intervention created with community input. Developers included peer- and technology-

supported self-management training to help users manage mental and chronic health conditions 

(Brewer et al. 2022). A scan of 40 studies found that participants involved in human-centered design of 

digital health interventions reported increased agency, improved digital and health literacy, better 

illness management, greater knowledge in making health care decisions, more assertiveness when 

interacting with providers, and increased personal responsibility for their health (Evans et al. 2023).  

Boosting patients’ overall technical skills can also help patients engage in digital health care. 

Individuals with better technological skills are better equipped to use digital apps, equipment, 

platforms, and telemedicine, which are all positively associated with better health-seeking and health-

promoting behaviors, health knowledge, and attitudes. (Chidambaram et al. 2024).  

Promoting patient engagement, digital portals, and reporting can also improve health outcomes. 

Patient portals are increasingly used to introduce patients to digital health information and 

management, and medical provider endorsements appear to influence patient engagement (Price-

Haywood et al. 2023). Patients use the portals to better manage their health, but there is also evidence 

that portals can increase provider workload because of increased patient requests outside of visits. 

Workflow redesign that captures the entire lifecycle of a patient’s visit could help make the process 

easier for patients, providers, and staff (Price-Haywood et al. 2023). A related type of platform for 

collecting patient-reported health information for tracking purposes is electronic patient-reported 

outcomes, which direct patients to use digital devices to electronically record and submit their health 

information such as symptoms, quality of life, and treatment effects. Studies have found increased 

positive health outcomes, including survival rates, among patients with cancer who used this 

technology to monitor and provide critical health data (Pritchett et al. 2023; Basch et al. 2017). 

Telehealth and telemedicine services use electronic communication technologies to provide health 

care services remotely. A nurse-managed telemonitoring intervention that includes digital transmission 

of blood pressure measurements, nurse interventions, and counseling to Black patients with 
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hypertension showed reduction in systolic blood pressure at 12 months compared with usual care 

(Hernandez and Rodriguez 2023). Another study found positive patient and provider experiences with 

“telelactation,” a program that provided video calls with international board-certified lactation 

consultants for rural mothers (Kapinos et al. 2019). Ensuring such services are provided in the patient’s 

preferred language and including clear and accessible instructions for setting up telehealth visits and 

built-in translation services can further reduce health care disparities for patients who prefer to 

communicate in a language other than English (Eberly et al. 2020a). 

BOX 6 

Increasing Digital Use for Positive Outcomes for Justice-Impacted Populations 

Expanding access, training, and technology through integrated programs that support social 

connectivity, develop skills, and provide training that is tailored to the contexts and needs of people 

who are incarcerated will support greater integration, job readiness and attainment, and reduced 

recidivism when justice-impacted people reenter society.  

◼ The tech nonprofit Ameelio supports successful reentry by providing a free video calling 

platform for prisons; allowing participation in online classes with virtual guidance counselors 

and office hours with professors; and supporting a policy lab on digital equity solutions for 

incarcerated people across communications, education, and reentry services. 

◼ The nonprofit The Last Mile provides technical education and training that builds educational 

and workforce reentry skills, focusing on web development and audio/video production. They 

have partnered with GoDaddy through Empower by GoDaddy, a program focused on digital 

and social entrepreneurship development. GoDaddy leads webinars on social media 

advertising, search engine optimization, generative artificial intelligence, and how to build 

websites with GoDaddy’s website and marketing tools. 

◼ The Brave Behind Bars curriculum is a 12-week, college-accredited introductory computer 

science and career-readiness pilot program for incarcerated people taught both online and in-

person. Researchers evaluating the program found both qualitative and quantitative evidence 

for increased self-efficacy among a sample of 34 participants (Nisser et al. 2024). 
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Charting a Road Map for Fuller Inclusion 

Expanding positive outcomes for greater digital inclusion requires ensuring that all people, no matter 

who they are or where they live, can use the internet effectively to meet their needs, achieve their goals, 

and live their lives. That will require strengthening and expanding each pillar of inclusion so that 

individuals and households can benefit from foundational inclusion through greater access to 

infrastructure and connections. It will also require that everyone can reap the benefits of enhanced 

inclusion by supporting skill development and protecting users’ privacy and security. When these 

conditions are satisfied, digital opportunity is possible for people and communities to leverage the 

benefits of the internet to meaningfully and effectively improve overall quality of life and support 

thriving. 

Recommendations to Strengthen Pathways to Positive Outcomes 

Based on the evidence reviewed in this report, we outline a series of broad recommendations to 

strengthen digital inclusion across each pillar of the digital opportunity framework.  

Target place-based subsidies to narrow the infrastructure gap and expand in-home connections. 

There is clear evidence that certain places and people are underserved by existing infrastructure and 

some evidence directly connecting expanded infrastructure and connections to positive outcomes. 

Rural communities and many places that Native Americans, Black, and Hispanic/Latine people call home 

are underserved by one or more types of high-speed internet infrastructure.  

When broadband infrastructure expands, there is evidence of positive outcomes. For example, 

there is some evidence of employment growth in neighborhoods that receive government investments 

in broadband deployment through programs such as the Broadband Initiatives Program (BIP) under the 

American Recovery and Reinvestment Act of 2009 (Rupasingha et al. 2023). And telehealth use has 

improved among Black and Latine patients through the provision of devices equipped with data plans 

and through reliable home internet services in vulnerable ZIP codes (Eberly et al. 2020b). 

In agricultural communities, broadband expansion is associated with increased farmland values, 

farm productivity, more business starts, and increased home values. For example, one study found that 

farmland sale prices rose by 0.281 percent and county-level cash rents by 0.071 percent for every one 

megabit per second (Mbps) increase in available download speed; and that an increase in download 

speed growth rates leads to increases in county-level cash rents growth rates (Qu et al. 2022). In 

addition, a study using the pre-2024 broadband definition found that increased internet penetration 
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rates improved crop yields, such that a 3.79 percent increase in corn yields was found to result from 

doubling the number of 25+/3+ connections per 1,000 households. Some cost savings were also 

associated with improvements in download and upload speeds (LoPiccalo 2022).  

Internet access has also been shown to associate with an increase in the number of rural small 

businesses and women-owned businesses in rural areas (Conroy and Low 2022). In the rural housing 

space, pre-2024 broadband access has been associated with a premium on housing values (Deller and 

Whitacre 2019). In fact, one study found that the value of single-family homes with access to a 25 Mbps 

connection was nearly three percent higher than similar homes in neighborhoods with a one Mbps 

connection (Molnar, Savage, and Sicker 2019).  

Support individual connectivity through subscription subsidies, low-cost or free devices, and free 

public Wi-Fi and mobile hotspots for people who struggle to connect to in-home broadband 

infrastructure or who are transient or housing insecure. There is evidence of a variety of barriers that 

people face in connecting to the internet and accessing in-home infrastructure. Although these include 

some nuanced reasons—such as lack of digital skills, concerns about privacy, and simply not wanting to 

use the internet—some people face basic challenges around the cost of subscriptions and devices and 

need reliable public infrastructure options. 

 We found some evidence of notable programs launched during COVID-19 to expand digital 

connectivity to vulnerable populations during the public health crisis that remain relevant to bridging 

the digital divide postpandemic. Reauthorizing and funding state and local broadband subsidies, for 

example, is a straightforward way to keep households online. During the pandemic, subsidizing in-home 

connections and mobile connections for low-income people first through the Emergency Broadband 

Benefit and then through the Affordable Connectivity Program expanded connectivity for 23 million 

households. In some cities, public institutions increased public Wi-Fi access spots for those who 

struggled with reliable in-home connections or were experiencing homelessness. And libraries and 

schools launched hotspot lending programs so community members and students could take 

connections with them. Providing affordable devices to students, people with low incomes, and people 

experiencing homelessness has also been successful in boosting connectivity, and closing the 

“homework gap”—the disparity between students who have access to reliable internet at home to 

complete schoolwork and those who do not. Expanding mobile connections and issuing personal 

devices (usually a laptop) to each student can be particularly helpful in rural and low-income areas 

(Powers, Musgrove, and Nichols 2020). For people experiencing homelessness, obtaining high-quality 

devices and connectivity with the ability to charge them can strengthen access to services, employment, 
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and safety (Galperin, Bar, and Nguyen 2021; Polson, Botta, and Van Houweling 2024; Rhinesmith 

2024). 

Protect digital privacy and strengthen civil rights protections and enforcement online. Some 

people choose not to use the internet or specific digital platforms or technologies because of security 

risks. Others may not be aware of the challenges associated with sharing personal data online. Evidence 

shows that these risks remain high for certain digital uses (e.g., applications and screenings, 

surveillance) and that some populations are at risk for civil rights discrimination. Strengthening digital 

protections could involve adopting a national digital data privacy framework that includes a stronger 

legal framework for using and controlling data exchanged online and “right to be forgotten” online 

measures. In the housing sector, strengthening existing legal protections against civil rights 

discrimination, like the Fair Housing Act, for online transactions and auditing online platforms such as 

“proptech”—or property technology used in the real estate and housing sector—and automated 

valuation models could further ensure legal compliance.  

Provide clear digital training and navigation and properly equip and support those who train 

others. Digital navigation is effective for expanding an individual’s digital literacy and improving 

effective internet use for a variety of purposes, including connecting to services, connecting to loved 

ones, and gaining employment. Skill-development training is also critical to retrain job seekers and help 

people use the internet effectively to connect with employment and perform digital jobs (Gonzalez, 

Garcia, and Dominguez Villegas 2020).  

Training can be used to span the language divide for English-language learners and the digital divide 

at the same time. For example, pairing language education for English-language learners with digital 

skills can support job competitiveness. Hybrid courses with in-person training components may be even 

more effective, and such courses should measure success in digital skills in flexible ways (Bergson-

Shilcock 2020a).  

Justice-impacted populations can also be better supported through additional and targeted training 

opportunities. Establishing dedicated digital learning centers and public-private partnership models to 

offer online education and training can be effective as long as security concerns are addressed and 

appropriate monitoring systems are implemented to maintain facility safety. For example, Veterans 

Justice Programs staff greatly increased their use of virtual outreach tools, including video and 

telehealth technology for justice-impacted veterans. Including families in virtual engagements through 

digital programs and social work engagements during the COVID-19 pandemic was beneficial to 

keeping clients engaged (Reentry Coordination Council, 2022). 
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Lastly, it is critical to invest in adequate training for those who support digital use, such as teachers, 

service coordinators, and caseworkers, which will also increase their own comfort with and ongoing use 

of technology. For example, in rural areas, teachers’ perceived usefulness and ease of use of providing 

one-on-one computing device training were significant predictors of how well students perceived 

training benefits and how individual instructions were received (Powers, Musgrove, and Nichols 2020). 

Make digital platforms, devices, and supports easy to use, relevant, and accessible. Community 

engagement and partnership is crucial for understanding specific digital barriers and creating culturally 

relevant and accessible technologies. Technology companies can partner with communities during the 

design process to ensure that applications and devices are appropriate and useful (Brewer et al. 2020; 

Hernandez and Rodriguez 2023). It’s also important to provide targeted, culturally relevant, and 

tailored early-stage and pilot services for subgroups at high risk of homelessness, including formerly 

incarcerated people and veterans, both in the prison system and during reentry periods (Reentry 

Coordination Council 2022). 

Beyond this, smart home devices can serve as assistive technologies for people with disabilities to 

support independent living, strengthen social connections, safety, and boost quality of life (Ding et al. 

2023; Jamwal et al. 2022). And multilingual platforms remove linguistic barriers that can be 

discriminatory (Rodriguez et al. 2021). More accessible digital platforms can lead to increased adoption 

and use of digital technologies that result in positive outcomes for disabled users, older adults, justice-

impacted individuals, individuals experiencing homelessness, and users with varying English 

proficiencies. 

Issue quality devices and support long-term troubleshooting and maintenance. Any device-

focused program should provide high-quality devices and ongoing maintenance and support. This 

support can particularly help older adults, people with disabilities, students, veterans, and people 

experiencing homelessness, all of whom face barriers to effective use. Pairing device-ownership 

programs with digital training and technical supports is particularly effective.  

A promising example of this comes from rural Mississippi, where school districts with one-to-one 

computing programs also implemented a device-maintenance program. This involved assigning a 

technology department technician to the school and drawing on emerging expertise of students 

studying Career and Technical Education to assist technicians while gaining hands-on experience. 

Another possibility that will also support student learning is to allow students to volunteer to provide IT 

help desk support under the supervision of a district technician (Williams 2022). 



E X P A N D I N G  D I G I T A L  O P P O R T U N I T Y  5 1   
 

Setting a Learning Agenda 

Much of the evidence on what works to expand digital opportunity and inclusion is scattered and 

unevenly distributed across the populations and pillars of focus in this report. Amid historic investments 

to narrow the digital divide, we know more about the negative outcomes of digital exclusion than we 

know about policies, programs, and practices that support positive outcomes for individuals, 

households, communities, and society.  

More evidence is needed to assess and evaluate individual programs and strategies to increase the 

general knowledge of what works to expand digital opportunity at scale to the people and places that 

need it most. We present the below learning agenda to drive research forward across the pillars of 

digital inclusion and potential outcomes, including a series of specific opportunities and potential 

research questions. 

Support more and deeper evidence-building around solutions. Although the evidence reviewed in 

this report is rigorous and thorough, additional research is needed to evaluate effects of the digital 

divide and specific solutions focused on narrowing the gaps between people and places. Many studies 

we reviewed identified negative consequences or barriers rather than outcomes of policies and 

practices meant to result in benefits for individuals and communities. A spate of recent federal, state, 

and local plans and investments across the spectrum of digital inclusion provide a critical opportunity to 

evaluate the strategies and processes that are most effective for advancing full digital inclusion (see, for 

example, box 7). This type of evidence-building is needed to identify promising solutions that can be 

replicated and scaled to improve outcomes at both the individual and societal level. 

BOX 7 

Evaluating the Broadband Equity, Access, and Deployment Program 

The $42.45 billion in Broadband Equity, Access, and Deployment (BEAD) program investments will 

primarily tackle digital infrastructure gaps, with additional resources supporting digital skills. Given this 

unprecedented investment, we may expect to see the digital divide narrow for some populations and 

places. This may be contingent on a variety of local factors, including the stakeholders involved, 

planning process employed, and the infrastructure deployment conditions. The most successful 

strategies and contexts will help identify programs and practices to replicate and scale, while those with 

more limited success will highlight additional barriers that need to be overcome. Important research 

questions to ask in BEAD evaluations include:  

◼ How do state plans affect BEAD implementation and outcomes? How do interventions vary 

with community engagement levels and strategies? 
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◼ Which digital strategies are most effective in narrowing the digital divide for people and places 

being served, and who and what groups are involved? 

◼ How does increased access to broadband infrastructure affect connectivity and use? How does 

it affect outcomes and opportunities for individuals and communities?  

 

Conduct inclusive research. Although some populations have been the focus of numerous studies 

on digital equity and related issues, others lack the same rigorous attention. Some groups were missing 

almost completely from our scan of recent studies, including immigrants and those with refugee status, 

particularly those who speak languages other than English, and groups marginalized because of their 

sexual orientation and/or gender identity 

Although some recent research is available on households with low incomes, older adults, 

individuals and communities of color, disabled people (box 8), justice-impacted populations, and people 

experiencing homelessness, there is still more work to be done to explain and narrow the digital divide 

for these groups, especially given the flood of new federal and state investments across the spectrum of 

digital inclusion (figure 1). Without close evaluation, these populations could be exposed to widening 

disparities and increased digital harm, and effective practices and approaches could be lost.  

BOX 8 

Expanding Digital Opportunity for People with Disabilities 

There is little recent research on what works best for expanding digital opportunities for disabled 

students, working adults, and older adults, including technology accessibility policies for schools and 

opportunities to leverage smart home devices as in-home assistive technologies (Shaheen 2022; Ding et 

al. 2023; Jamwal et al. 2022). There is also scant research investigating the relationship between 

broadband access and adoption and employment outcomes for people with disabilities. Answering the 

following research questions in future scholarly research and policy and program evaluations would 

deepen knowledge of what works to expand digital opportunities for people with disabilities: 

◼ What types of digital platforms, devices, and accessibility features work best to promote digital 

learning and communications for students with disabilities? What should qualify as assistive 

technology in the digital era under the Individuals with Disabilities Education Act of 1975? 

◼ How do smart home devices used as assistive technologies help people with disabilities live 

independently and older adults age in place? 
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◼ How does expanded broadband infrastructure and connectivity affect the quality of life of 

disabled people in terms of health, employment, and social connections? 

 

Fill important gaps in knowledge about what it takes to help people get and stay connected to 

high-speed internet. There are some groups that face persistent barriers connecting to the internet. 

These include people who struggle with the availability and affordability of in-home connections, 

whether they rent or own their homes; those experiencing homelessness; and those who are 

incarcerated. Scattered policies exist to help cover the costs of connections, but some have been 

temporary, and others still fail to offer robust, high-quality, high-speed internet connections to highly 

remote, mobile, or incarcerated populations (box 9). In addition, most unconnected households report 

that they do not have an internet connection because they do not want one. More research could help 

understand these rationales and the consequences of such disconnection in the face of an increasing 

digital society. Failure to connect to and use the internet could widen existing gaps between frequent 

internet users and infrequent and nonusers, so assessing what can motivate and promote connectivity 

is important. 

BOX 9 

Improve Connectivity for Justice-Impacted Populations 

Justice-impacted populations can encounter restricted, high-cost, low-quality internet connections 

while incarcerated in federal, state and county prison and jail systems. Improving connectivity can 

improve prisoner safety, provide secure health tracking and management, give access to workforce 

development programs, and provide communication technology that boosts legal defense and family 

connections (Hofinger and Pflegerl, 2024; Novisky et al. 2022). Exploring answers to the following 

research questions could help narrow the digital divide for justice-impacted populations and expand 

positive outcomes both inside and outside prison walls: 

◼ How can internet connectivity be expanded for people incarcerated in prisons and jails while 

maintaining security and privacy and protecting against bad actors and criminal activity?  

◼ What strategies for expanding digital connectivity and use for prisoners yield the most positive 

outcomes?  
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Focus on outcomes that help individuals, families, and societies thrive. Future research can do 

more to explore outcomes resulting from increased digital inclusion, particularly as it relates to how and 

why people choose to use the internet to meet their needs. Without evaluating what may help or harm 

people as they navigate online with various applications and devices, it is challenging to know how to 

most effectively advance full digital inclusion in a way that maximizes positive outcomes while 

minimizing negative ones.  

Some areas of policy and practice have stronger evidence bases around outcomes from digital 

inclusion than others, including health, education, and workforce. However, the evidence often focuses 

on the individual and family level and on immediate or intermediate outcomes rather than longer-term, 

societal, or more transformational outcomes. Housing is one area of policy highlighted in this report 

with weak recent evidence on what works to advance digital inclusion for homeowners and renters, 

with research mostly pointing to risks and harms.  

Finally, our framework suggests other aspirational outcomes that have not been well researched. 

Little is known about how digital inclusion strengthens individuals’ financial security, civic participation, 

independence and autonomy, and overall quality of life. For communities, research is lacking on how 

increasing digital inclusion contributes to economic diversification beyond telework jobs, and how it 

supports community health, social connections, and political engagement. Societal outcomes are the 

most challenging to measure and demonstrate. Future studies that explore outcomes such as a better-

informed public, greater social cohesion, and effective and fair intuitions could highlight the potential 

for social good that can come from a more globally connected society. 
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Appendix A. Methodology  
There is an established and growing body of research about the negative impacts of the digital divide. 

Yet, much of the evidence concerning the benefits of and strategies for expanding digital opportunity 

and inclusion are siloed among disparate scholarly journals and discipline- or industry-specific studies. 

To synthesize this research and identify areas where the evidence is strong and where more research is 

needed, we reviewed the current literature on the digital divide and the impacts and benefits of 

expanding digital opportunity and inclusion.  

From this foundation, we developed an actionable, policy-relevant framework and road map for 

expanding digital opportunity and inclusion for policymakers and stakeholders to help narrow the 

digital divide by understanding, supporting, and strengthening positive outcomes for individuals, 

families, communities, and society.  

First, we conducted a preliminary scan and review of seminal and widely cited research reports and 

studies from scholarly, policy, gray literature, and industry sources. From this sample, we reviewed and 

categorized the various definitions, characterizations, and scopes of digital opportunity and inclusion; 

identified common or relevant related key terms; compiled inputs or criteria that are found to expand 

digital opportunity and inclusion; and identified various social, economic, geographic, and policy topics 

and issues where research is focused. 

Next, we developed a systematic search protocol and coding framework to collect and analyze the 

broader literature related to key domains that emerged from the preliminary review: health and health 

care, education, economic mobility, housing, and geography (rural, suburban, urban). We also 

investigated evidence relating to specific populations that emerged from the preliminary review, 

including older adults, people with disabilities, people of color, and justice-impacted people. Based on 

input from experts and technical advisors, we also investigated the evidence for other populations that 

may benefit from expanded inclusion, including veteran populations, English-language learners, 

immigrants and refugees, and LGTBQIA+ people.  

We conducted online searches of scholarly, policy, gray literature, and industry sources to identify 

research and evidence across these domains and populations. We reviewed each identified document 

for relevance and recency before including it in our sample. Because digital and internet technologies 

are rapidly evolving, we prioritized research and evidence that was published since 2020. We also 

prioritized evidence that was specific to the United States, but did retain select international research 

publications with methodologies or findings that were relevant or applicable to the United States 
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context. In total, we retained 254 research reports, studies, and publications for deeper analysis. We 

read and coded each document based the following criteria:  

◼ Characterization or definition of digital opportunity, digital inclusion, and/or related terms 

◼ Domain and/or population focus 

◼ Digital topic focus (digital infrastructure, digital adoption or subscription, digital skills, digital 

privacy and security, effective digital use) 

◼ Methodology (if a scientific study) 

◼ Identified inputs or criteria that support digital opportunity, digital inclusion, and/or related 

terms 

◼ Identified impacts or outcomes from expanding digital opportunity, digital inclusion, and/or 

related terms  

◼ Scale of identified impacts or outcomes (individual, household, community, society) 

Next, we analyzed the coded data to identify domains and topics where evidence is established, 

emerging, and limited. We also characterized the breadth and depth of evidence across and between 

key domains, populations, and topical areas to identify key topics and issues where evidence is unique 

or where knowledge and evidence gaps persist.  

From this analysis, we developed the framework for digital opportunity and inclusion, which 

organizes the evidence about successful strategies and outcomes across five key pillars. We also 

developed a road map with broad recommendations and opportunities to strengthen digital 

opportunity and inclusion across each pillar of the framework. 
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Appendix B. Internet Speed and 

Reliability 
The FCC reports twice every year about the coverage of broadband internet nationwide, and rates by 

technology type are rapidly changing as fiber expands into more areas and new technologies, such as 

satellite and 5G (figure 3). Including all technologies, broadband is available to 99.97 percent of US 

households, according to analyses of the most recent FCC data.44 However, when satellite is not 

included, broadband internet via other fixed terrestrial connections is only available to approximately 

93 percent of US households as of December 2023. Narrowing the scope further to include only cable 

and fiber service—the fastest speeds among all infrastructure types—broadband coverage further 

drops to 89 percent of US households.45  

There are three domains of internet reliability: reliability of the internet connection, reliability of 

the internet speed, and reliability based on the user setting or context. The reliability of internet 

connections can vary based on weather conditions, provider infrastructure, and geographical barriers. 

Reliability of internet speeds can vary from what ISPs advertise versus what they deliver because of 

network congestion from high usage, distance from the nearest network tower, internet service 

provider infrastructure, quality of routers and cables, number of devices connected to a network, and 

individual device capabilities.  

User context also plays a role. The construction quality and characteristics of residences and other 

buildings—including age, number of floors, and construction materials such as concrete, glass, or wood—

can play a significant role in the quality and reliability of connections. Internal and external physical 

obstructions like walls and large buildings can interfere with Wi-Fi signals.  

Fixed Infrastructure 

Topography, cost, and reliability are key challenges with fixed infrastructure. For example, fiber 

installation is labor-intensive, often requiring excavation equipment, sophisticated engineering, and 

substantial human labor to dig and bury cables. Reliability can be an issue for satellite internet, which 

may be unable to support video conferencing, with implications for remote workers and many people in 

rural areas that do not have other internet options. The FCC communicated “serious doubts” about the 

competitiveness of low earth satellite technology in 2020 for its rural subsidy program,46 but recent 
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increases in the number of deployed satellites as the technology advances may improve reliability 

(Shayea et al. 2024).47 

Mobile Infrastructure 

Service reliability and security can make mobile infrastructure less desirable for internet uses requiring 

consistently high speeds or secure platforms for data transmission. To receive the fastest 5G service, a 

consumer needs to be very close to a tower, which makes deployment unlikely to be profitable in low-

density rural areas.48 Public Wi-Fi and mobile hotspot connections may also not be secure, and 

information sent over shared networks could be intercepted by bad actors (James 2021). Workarounds 

exist to strengthen security, such as connecting via a virtual private network (VPN) and using secure 

web practices. However, research suggests not all consumers have knowledge of secure web practices, 

or if they do, may be unlikely to use them.49 Moreover, network access and speed can be influenced by 

how many people are using a network at the same time, the user’s distance from the connection point, 

and other physical obstructions that can impede a reliable connection.  
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Appendix C. Common Digital Inclusion Data 

Sources and Measures  
TABLE C1 

Common Digital Data Sources and Measures 

Dataset 
Data publisher  
or owner Pillars Level of geography 

Data collection 
type 

Data collection 
release cadence 

Most 
recent 
year 
available Measures 

FCC National 
Broadband Map 

Federal 
Communications 
Commission 

Access State, county, 
congressional district, 
place, tribal area, MSA 

Service provider 
data 

Twice yearly 2023 Coverage of 
fixed and mobile 
internet service 

FCC Form 477 
Fixed Broadband 
Deployment 
Data 

Federal 
Communications 
Commission 

Access Census block Service provider 
data 

Twice yearly 2021 Coverage of 
fixed and mobile 
internet service 

American 
Community 
Survey 

Census Bureau Access, 
adoption 

State, county, city Survey Yearly 2023 Household 
computer and 
internet use 

NTIA Internet 
Use Survey 

National 
Telecommunications 
and Information 
Administration 

Access, 
adoption, 
skills, safety, 
use 

State Survey Every two years 2023 Device and 
internet access 
and use 
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Dataset 
Data publisher  
or owner Pillars Level of geography 

Data collection 
type 

Data collection 
release cadence 

Most 
recent 
year 
available Measures 

NTIA Local 
Estimates of 
Internet 
Adoption 

National 
Telecommunications 
and Information 
Administration 

Adoption County Survey, auxiliary 
data, estimation 
modeling 

Yearly 2022 Internet 
adoption 

Internet and 
Broadband 
survey 

Pew Research 
Center 

Adoption National Survey Yearly 2023 Internet and 
broadband use 

Source: Urban Institute data scan.  

Note: aPew Research Center changed its methodology for this survey in 2023. FCC = Federal Communications Commission; NTIA = National Telecommunications and Information 

Administration. 
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National Telecommunications and Information 

Administration Internet Use Survey 

The NTIA conducts an annual survey on internet use, connections by infrastructure type, and 

connections by type of device. The most recently available data available are from November 2023.50 

The NTIA Data Explorer51 enables tracking and visualization of the survey data. In partnership with the 

US Census Bureau, NTIA gathers data on internet usage across the United States, providing insights 

into who uses the internet, what technologies they use, and the challenges preventing people from full 

internet access. NTIA data cover information about device use, internet use and nonuse, types of 

internet services, and online activities. 

◼ Device use: Use of desktop computers, laptops, tablets, smartphones, smart TVs, other smart 

connected devices, and wearable devices. 

◼ Internet use: Use of the internet at home, work, school, coffee shop, or other business; while 

traveling between places, in public places, and at someone else’s home; use of home internet by 

anyone in the household; and no home internet use. 

◼ Reasons for nonuse of the internet at home: Nonuse because it is not needed or respondents 

are not interested; subscriptions are too expensive; lack of or inadequate computer; ability to 

use the internet elsewhere; privacy or security concerns; or the internet is not available in the 

area. 

◼ Types of internet services: Types of services including wired high-speed internet at home, 

satellite used at home, dial-up used at home, and mobile data plan at any location; home 

internet plan bought from a company; home internet plan brought by an agency, co-op, or 

nonprofit; home internet provided for a building, condominium, or apartment; home internet 

provided via publicly available service at no charge; and home cable TV subscription. 

◼ Online activities: Types of activities including email, text messaging, instant messaging, social 

networks, publishing content, online video and voice calls, watching videos online, streaming 

videos and music, working remotely, searching for a job, taking a class or job training, using 

financial services, shopping, making reservations, using customer service, selling goods, 

requesting services, offering services, and interacting with household equipment. 
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Appendix D. Additional Digital Risks  
Everyone that uses the internet experiences common risks associated with using legitimate websites 

and online platforms that collect information without their knowledge or permission (see p. 38). 

Numerous other digital risks are associated with specific sectors or technologies. This section details 

risks associated with health data and technologies, housing data and housing technologies, and risks 

related to digital surveillance. 

Health Data Vulnerabilities 

Health data vulnerabilities are a threat to privacy and can be a barrier to meeting health needs. In the 

health arena, individuals create a digital health footprint as they interact online that exposes them to 

privacy risks. Information shared during these digital interactions and activities—such as internet 

searches, mobile applications, wearable devices, and social media conversations—can generate health-

relevant information about, for example, physical activity, fertility, and chronic disease and depression 

risks (Grande et al. 2020). Yet many health-related apps and devices are not covered under privacy 

protection laws such as the Health Insurance Portability and Accountability Act of 1996 (Rockwern et 

al. 2021). This lack of privacy and security online may unduly affect populations that have historically 

experienced the worst health disparities and increase reluctance to leverage technology to meet their 

health needs (Richardson et al. 2022).  

Insecure Housing Data 

Insecure housing data can lead to or exacerbate housing discrimination. In the housing sector, many 

prospective and current homeowners and renters regularly use real estate-related platforms to find a 

residence to rent or purchase. Private consumer data is often collected and stored, and data from digital 

platform communications over the course of leasing, management, or selling processes can be sold. 

These data can include race and ethnicity information, often via proxy (such as name), family status (e.g., 

number of bedrooms), disability status (e.g., requests for accessible accommodations to view or live in a 

home). Data can also include income, source of income (including use of a federal housing voucher), 

employer information, credit information, rent history, and even criminal background checks (Boeing, 

Harten, and Sanchez-Moyano 2023). Other data are compiled, sold, and used to score and screen 

prospective tenants and used in landlord decisions to rent (Ferreri and Sanyal 2022). Collected data 
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may reveal protected class status under the Fair Housing Act, which prohibits discrimination in housing 

transactions for protected classes, but online transactions can obfuscate more covert discrimination, 

such as simple failure to reply to an online inquiry after someone has revealed their protected class 

status (Faber and Mercier 2022). Nationally, there is little regulation governing how securely these data 

are kept, how these data can be used by those who own or receive it, and how and when these data are 

destroyed or expunged. 

Digital Surveillance Risk 

Audio and video technologies increase the risk of digital surveillance. Beyond consumer use of digital 

real estate platforms, technologies capable of audio or video surveillance pose additional risks to 

renters and homeowners. Increased surveillance of renters by landlords—from closed-circuit television 

(CCTV) cameras to facial recognition systems—can be used in attempts to catch lease violations and 

justify tenant evictions (McElroy and Vergerio 2022). Tenants may not be asked for consent or given 

information about where surveillance data is stored, how it is used, and whether it is destroyed. The 

technology is also systematically worse at identifying people with darker skin tones, which has resulted 

in false accusations of crimes or failure to recognize lawful residents (McElroy and Vergerio 2022). 

Consumers can also adopt technology in their own homes that open them up to unwanted 

surveillance, such as smart home devices. Smart home devices can help residents feel more secure and 

comfortable and can provide convenience and supports for aging or younger family members, but many 

come with security risks that are underexplored by the industry and poorly understood by consumers 

(Hammi et al. 2022). Risks include the vulnerability of devices to hacking to monitor in-home activities 

or to cause devices to malfunction and physically destroy property. These unresolved data-privacy 

issues can lead to distrust and low adoption rates of smart home technologies that could otherwise lead 

to positive outcomes such as increasing personal safety, supporting home energy savings, and 

improving social connections, particularly for older adults who wish to age independently in their own 

homes (Chhetri and Genaro Motti 2022). 

Finally, internet users relying on unsecured public Wi-Fi instead of a secure, reliable in-home 

connection can be more vulnerable to data privacy breaches and digital surveillance. Public Wi-Fi is 

often unsecured and users can be vulnerable to malware, data interception, identity theft, session 

hijacking, and other attacks.52 Some researchers have raised additional concerns that overreliance on 

mobile connectivity without proper privacy protections can expose users to data aggregation used to 

screen for employment, access higher education, and predict policing (Madden et al. 2017). 
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